www.chr.up.ac.za

PRIVACY & DATA
PROTECTION IN AFRICA
CHALLENGES & PROSPECTS

CONFERENCE (ZOOM) 12 – 15 OCTOBER 2020
The Centre for Human Rights, University of Pretoria, cordially invites you to a conference on privacy and
data protection in Africa from 12 to 15 October 2020. The conference is organised by the Expression,
Information and Digital Rights Unit in collaboration with the African Declaration on Internet Rights
and Freedoms Coalition (AfDec Coalition). The conference will be of interest to academics, students,
policymakers and practitioners working in the areas of privacy, data protection, big data, information
technology, and human rights law in Africa and others interested in understanding of the state of privacy
and data protection, particularly within the African context. The conference is aimed at improving privacy
and data protection scholarship in Africa.

CLICK HERE TO REGISTER

PURPOSE OF THE WEBINAR
The momentum on data protection and privacy is increasing worldwide due to data and privacy breaches that have been witnessed. In Africa, the enhanced interest is ushering in a wave
of data protection legislation although most countries still do not have such kind of legislation. However, despite this interest and focus on data protection, there are concerns around
the use and protection of personal information and these concerns have been eliciting a lot
of responses from various sectors. Africa is lagging far behind other continents in addressing
these privacy and data protection concerns. In Europe, the data protection regime has evolved
and reformed since the 1970s, culminating into the adoption of the General Data Protection
Regulation (GDPR) that came into effect in May 2018. This landmark development has significant changes to the scope of data protection across the globe.
The right to privacy is guaranteed by human rights instruments such as the Universal
Declaration for Human Rights (UDHR) and the International Covenant on Civil and Political
Rights (ICCPR). In the European Union (EU), it is enshrined in article 8 of the EU Charter of
Fundamental Rights. At the African Union (AU) level, unlike the aforementioned human rights
instruments, the African Charter on Human and Peoples’ Rights does not have a provision for
the right to privacy. In 2019, the African Commission on Human and Peoples’ Rights adopted
the Declaration of Principles on Freedom of Expression ad Access to Information in Africa which
contains on the right to privacy and data protection in Africa. Prior to that, the AU adopted a
Convention on Cybersecurity and Personal Data Protection in 2014 but has not received the
required 15 ratifications for it to come into force. Only Mauritius, Namibia, Guinea, Senegal,
Ghana and recently, Rwanda have ratified it. At the sub-regional level, the Southern African
Development Community (SADC) has a Model Law on Data Protection (2013), the Economic
Community of West African States (ECOWAS) has a Personal Data Protection Act while the
East African Community (EAC) adopted the Framework for Cyber Laws in 2008. As a form of
response to the challenges posed to the right to privacy in the digital age, the United Nation’s
Human Rights Council established the mandate of the United Nations Special Rapporteur on
the Right to Privacy in 2015.
At the national level in Africa, although most constitutions provide for the right to privacy,
less than half of the continent has substantive and comprehensive laws on data protection while
others have data protection frameworks infused in their different legislations. There is also a
significant proportion of countries without data protection frameworks but with inadequate
safeguards and sometimes with overly broad exemptions. Most African countries are grappling
with enacting specific and appropriate legislation on the regulation of data collection, control
and processing of personal data. Implementation of existing frameworks and adopted lows is
worrisome. These inadequacies are also in the context unending technology advancements
which themselves creates new vulnerabilities for privacy and data protection. Technology
advancements, the adoption of data protection frameworks by the AU and EU creates agency
for alignment and implementation and national level. It is also an opportunity to interrogate the

normative standards that are available on the continent and propose enhancements.
This project is situated in the context of the inadequacies in the data protection and
privacy discourse in Africa, particularly in the scholarly and academic fields. In one of his
articles, Makulilo, one of the leading scholars of data protection in Africa, explored the major
literature on privacy and data protection in Africa and concluded that currently, this literature
is underdeveloped, with many publications focusing on a specific jurisdiction and limited
comparative literature except comparisons between an African jurisdiction and European or
American jurisdictions.
Despite Africa’s enhanced interest in the data protection subject, the literature on this topic
in Africa is still deficient, patchy, and growing at a very slow pace. In terms of augmenting the
literature and knowledge on privacy and data protection in Africa, Makulilo proposed that there
has to be a deliberate effort focused on this topic with initiatives such as networking, training,
researches, platforms for discussions at country/sub-regional and regional levels. Thus, in light
of the current situation regarding the privacy and data protection in Africa and the gaps in
scholarship, the Centre for Human Rights, University of Pretoria intends to contribute to the
work on privacy and data protection in Africa through a conference and a book.

OBJECTIVES
1. To enhance the data protection and privacy scholarship in Africa through evidencebased analyses of specific data privacy issues across the continent and how they
impact on the realisation of human rights;
2. To develop an understanding of the legal and policy framework on privacy and data
protection within the African context; and
3. To establish a platform for debate and discussion on data protection and privacy in
Africa.
4. To develop a network of privacy and data protection scholars in Africa
5. To enable civil society organizations and other selected African human rights actors
are to advocate for human-rights-based data protection legislation and policies.

THEMES
•
•
•
•
•
•
•

The normative and regulatory architecture
Privacy and national security
Privacy and vulnerable groups
Artificial Intelligence (AI) and data privacy
COVID-19
The right to privacy and freedom of expression
Data protection and advocacy

•

Cloud computing and data protection

CONFERENCE PROGRAMME
OFFICIAL OPENING
Monday 12 October 2020: 10:20 – 11:00 SAST
Welcome Remarks
Prof Frans Viljoen (Centre for Human Rights)
Koliwe Majama (AfDec Coalition)

Keynote Address
Advocate Pansy Tlakula,
Chairperson of the South African Information Regulator

INTRODUCTION, CONCEPTS AND BACKGROUND
Monday 12 October 2020: 11:00 – 13:00 SAST
Data privacy in Africa:
taking stock of its
development after two
decades

Is there an African
Privacy?
Dr Patricia Boshe

Prof Dr Alex B Makulilo

Prospects and
challenges in
the realization of
‘independence’ of
data protection
authorities in
Africa

The right to be
forgotten in Africa
Avani Singh

Failure of the AU
Convention on
Cybersecurity and
Data Protection
Prof Ewan
Sutherland

DATA PROTECTION CYBERSECURITY, LAW ENFORCEMENT & NATIONAL SECURITY IN
AFRICA
Wednesday 14 October 2020: 11:00 – 13:00 SAST
The exemption known as
National Security: How
security laws hinder the
development of Kenyans
privacy consciousness
Francis Monyango &
Beatrice Mungai

PRIVACY AND DATA PROTECTION ADVOCACY
Monday 12 October 2020: 14:00 – 16:00 SAST

Prof Moritz
Hennemann

Validation of the Data Protection and Privacy Toolkit (Session 1)
i) Introduction of Human Rights based approach
ii) Data protection compliance checklist

Dr Thompson
Chengeta

The relationship
between
cybersecurity and
data
protection

Cyber Security, Cyber Crime and
Protection of Personal information in
the 4IR
Sizwe Snail ka Mtuze

Amanda Manyame

PRIVACY, DATA PROTECTION AND ARTIFICIAL INTELLIGENCE
Wednesday 14 October 2020: 14:00 – 16:00 SAST
African Data Protection
Laws and Artificial
Intelligence: regulation,
Innovation and
Instruments

Dr Lukman Adebisi
Abdulrauf

Exploring the link
between data
protection laws and
the development of
autonomous weapon
systems in Africa

Safeguarding
Privacy: An
assessment of the
legal framework
governing AI in
Africa

The ascent of AI
in Africa: bridging
Innovation and
data protection
Emmanuel Salami

Wakesho Kililo &
Wanjiru Muya

Liberty vs Algorithms: exploring the
regulation of automated decision
making and profiling in an era of
big data and ambient Intelligence
- A European and South African
perspective
Alon Lev Alkalay

DATA PROTECTION, PRIVACY AND VULNERABLE GROUPS
Thursday 15 October 2020: 11:00 – 13:00 SAST

AfDec Coalition

PRIVACY AND DATA PROTECTION ADVOCACY

Tuesday 13 October 2020: 11:00 – 13:00 SAST

Validation of the Data Protection and Privacy Toolkit (Session 2)
Guidelines for policy-makers and duty-bearers on the Human Rights Based Approach to data protection and
privacy policy and regulation.

Privacy and data
protection law and
practice in Africa: An
analysis of vulnerable
data subjects

Gendered digital
inequalities– how do
we ensure gender
transformative law
and practice in the
Age of AI?

Data Protection
and Privacy for
Social Assistance
Beneficiaries: A
South African
Perspective

Chenai Chair

Ntando Ncamane

The Status of women and children’s
privacy and Data Protection in Uganda
Sandra Aceng and
Peace Oliver Amuge

AfDec Coalition

Obert Bore & Dorcas
Chitiyo

COUNTRY STUDIES
Tuesday 13 October 2020: 14:00 – 16:00 SAST

COVID-19, FREEDOM OF EXPRESSION & CLOUD COMPUTING
Thursday 15 October 2020: 14:00 – 16:00 SAST

The governance of data
protection in South
Africa
Prof Ewan
Sutherland

Data Protection in
Nigeria: Progress,
Drawbacks, and
Options for the
Future
Dr Collins C Ajibo

Exploring the
Privacy & Data
Protection
Concerns of
Digital Forensic
Investigations in
the Context of
Botswana
Senwelo Modise

European Contractors and Pension
Fund Administrators in Uganda:
Independent or Joint Controllership?

Tracking COVID-19: What
are implications for data
privacy in Africa?

Samuel Matsiko

Prof Dr Alex B Makulilo

Assessing the
implementation of
digital tracking in
South
Africa’s COVID-19
response
Murray Hunter

Cloud computing
and the processing
of personal
information in
South Africa
Nerushka Bowan

Striking a balance between privacy
and freedom of expression under the
African human rights system: An old
question in the new domain?
Yohannes Eneyew Ayalew

