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Understanding Online Gender-based Violence

Abstract

This study, commissioned by the Meta Public Policy Department for Southern Africa at the request of NamTshuwe Digital on behalf of partners,
investigates the prevalence of the phenomenon of online violence against women in the Southern African region. The study focuses on the following
eight (8) countries Angola, Botswana, Malawi, Mozambique, Namibia, South Africa, Zambia, and Zimbabwe. These countries were strategically
chosen for logistical and convenience purposes. A qualitative research methodology was deployed through a combination of secondary and primary
sources.

The study begins by reviewing GBV trends and policy frameworks relied on in mitigating Gender based Violence in the countries of focus. The study
then goes to outline existing legal frameworks within the countries dealing with technology and the extent to which they deal with online crimes in
general and violence while highlighting an opportunity to deal with Online violence within their existence.

After understanding how online violence manifests in the countries, the report assesses the direct effect of online violence on women and girls,
members of the LGBTIQ community and people with disability by determining the most affected as well as the perceived peak periods of the
violence online. The report continues by analysing active players working to deal with online Gender based violence at different levels of society and
understanding current tools used in mitigating the scourge of the violence.

Finally, the report investigates the government's efforts embarked on in dealing with Online Gender Based Violence, assessing statements and
positions taken officially by government officials in this regard. The report ends with a summary and recommendations for country and regional remit.
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Foreword

Commissioner Maria Teresa Manuela
AU Special Rapporteur on the Rights of Women in Africa
African Commission on Human and Peoples' Rights

Online Violence Against Women

The African continent is embracing digital technologies at a frenetic pace. As a result, internet and social penetration rates
have been on an upward trajectory for the past two decades. In 2017, the United Nations (UN) noted that the increasing
internet penetration holds bright promises for the continent. The assumption was that because of its liberatory potential, the
internet would empower ordinary people to engage in political action, commerce, online education and service delivery.
Despite this initial optimism, there is sufficient evidence that the internet and its ancillary digital media technologies can
expose citizens to various forms of harm and hurtful speech. Of concern, however, is that women are still marginalised
and lag behind in accessing technology and harnessing the full benefits of the digital age while bearing the brunt of the
digital divide and digital exclusion. This is a big challenge for the continent where inequalities of opportunities and access
to life changing options remain widespread despite increasing levels of internet connectivity rates. Moreover, these
structural inequalities are being reproduced in online spaces. Unfortunately, the marginalisation of women online leaves
them and other vulnerable groups, such as LGBTIQ+ and persons with disabilities without access to life-enhancing services
such as education, health, financial, as well as political inclusion in a world that is increasingly becoming digitised.

The online exclusion of women is, among other factors, fuelled by online violence which is increasingly becoming dire
given the common disparities in Africa in general, and Southern Africa Development Community (SADC), in particular.
This is a cause for concern, given indications from other parts of the world, particularly in the Global North, showing
that women are immensely benefiting from the unprecedented possibilities of digital technologies. These opportunities
include enhancing women inclusion, social status, political power and visibility. Some of these opportunities are what we all
desire to see in Africa.

The African Commission on Human and Peoples’ Rights (the African Commission) is continuously working towards the
enhancement of the protection and promotion of human and peoples’ rights on the continent, both offline and online.
Through the Declaration of Principles on Freedom of Expression and Access to Information in Africa (the Declaration),
the African Commission recognises the role of new digital technologies in the realisation of the rights to freedom of
expression and access to information and affirms that the same rights that people have offline should be protected online, in
accordance with international human rights law and standards. In this regard, the exercise of the rights to freedom of
expression and access to information is protected from undue interference both online and offline. The Declaration also
recognises gender equality and upholds the principle of non-discrimination. Furthermore, the Declaration recognises the need
to protect and promote the rights of marginalised groups and groups that face multiple discrimination who are women,
children, girls, persons with disabilities, the elderly, sexual and gender minorities, refugees and internally displaced persons.
Principle 7 of the Declaration calls on States to “take specific measures to address the needs of marginalised groups in a
manner that guarantees the full enjoyment of their rights to freedom of expression and access to information on an equal
basis with others”.

Despite the benefits associated with the acquisition and use of digital technologies, the proliferation of ICTs is contributing to
the challenges that women face in society, including fuelling digitally enabled gender-based violence. The ease of
accessibility of ICT tools such as mobile phones and social media platforms, facilitate various forms of abuse online that
disproportionately affect women and girls. For example, on these platforms, perpetrators can be anonymous and could be
located anywhere, without any physical contact with the victim. This inevitably contributes to the increasing occurrence of
multiple forms of online gender-based violence where mostly women, girls and other vulnerable groups are harassed,
defamed and silenced. The complexity of online gender-based violence is undoubtedly compounded by the unregulated
nature of online spaces including social media platforms and mobile instant messaging sites.

Online gender-based violence against women and girls is closely linked to and necessitated by the existing societal
realities such as the institution of patriarchy. This institution creates an environment for these forms of abuse to be committed.
It manifests in a number of ways, that include gender trolling, cyberbullying, cyberstalking, defamation, hate speech and sexual
harassment as well as image-based abuses. Women suffer physical, psychological, social, and economic harms as a result
of such online gender-based violence. In some cases, the damage could be irreparable.

It is, therefore, imperative to deal with the phenomenon of online gender-based violence and hate speech online against
women. The practice should be strongly condemned in all its various forms as it is to the detriment of women and
girls' psychosocial. political and economic wellbeing. Thus, concerted efforts should be applied to build cases for action
against OGBV across the continent. More significant is the need for legal and policy reform processes. Such actions are
urgent and should be spearheaded by all progressive forces in society.

In tackling online gender-based violence, it is important to build consensus from our own localities on definitions of the
crimes, including across diverse languages in order to inform advocacy and programme implementations and
evaluations. Most importantly, there is a need to promote a culture of "speaking out", where those who report abuses feel
protected by the law enforcement agencies, judicial system and other relevant authorities. Equally crucial is the need to
address impunity so that survivors of online violence have access to effective remedies and psycho-social support services.

It _is with profound hope that this research contributes to understanding the nature and extent of online gender-based
violence violence against women that is largely unknown due to inhibitions including a lack of awareness, culture of silence,
and lower levels of access to the internet and related technologies and weak accountability and reporting mechanisms.

It.is therefore our collective hope that this study leads to harmonised and concrete strategies that effectively tackle the
online violence committed against women, girls and equally and importantly other vulnerable groups (such as LGBTIQ
and people with disabilities) in virtual spaces in the Southern African region.

Finally, it is important to-intensify public education in the region on digital rights and collectively create reliable data
that informs strategies and programme implementation that will curb this scourge that is facing women-and other vulnerable
and marginalised groups face. It begins now, with each one of us:
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Commissioner Maria Teresa Manuela
AU Special Rapporteur on the Rights of Women in Africa
African Commission on Human and Peoples' Rights

Violéncia On-line Contra as Mulheres

O continente Africano tem estado a adoptar tecnologias digitais e a aumentar a conectividade a Internet. Em 2017, as Nagées
Unidas destacaram que a crescente penetracédo da Internet era promissora para o continente. No entanto, € preocupante que
as mulheres ainda sejam marginalizadas e estejam deixadas atras no acesso a tecnologia e no aproveitamento de todos os
beneficios da era digital, ao mesmo tempo que suportam o peso da divisdo e exclusédo digitais. Tal realidade tem sido um
desafio para o continente, onde as desigualdades de oportunidades continuam elevadas, apesar das crescentes taxas de
conectividade. A marginalizagdo das mulheres no espagco virtual deixa a elas e a outros grupos vulneraveis, tais como LGBTIQ
e pessoas com deficiéncia, sem acesso aos servigos diversos, tais como a educagéo, saude, financas, bem como a incluséo
politica num mundo que se esta a tornar cada vez mais virtual.

A excluséo virtual das mulheres €&, entre outros factores, alimentada pela violéncia que sucede no espago digital, que esta
a agravar-se dadas as disparidades comuns em Africa em geral, e na SADC em particular. Isto é preocupante, se tivermos
em conta as indicagdes de outras partes do mundo, particularmente no Norte Global, onde as mulheres estdo largamente
a beneficiar das possibilidades oferecidas sem precedentes era digital, através da utilizagdo de novas tecnologias. Estas
oportunidades incluem o reforgo da inclusao feminina, do estatuto social, do poder politico e da visibilidade, sendo que esta é
a realidade que todos desejamos ver em Africa.

A Comissao Africana dos Direitos Humanos e dos Povos (a Comissao Africana), tem estado a trabalhar continuamente para
o reforgo da protecgdo e promogao dos direitos humanos e dos povos no continente, seja de forma off-line e on-line. Através
da Declaragéo de Principios sobre a Liberdade de Expresséo e Acesso & Informacao de Africa (a Declaragao), a Comiss&o
Africana reconhece o papel das novas tecnologias digitais na realizagdo dos direitos a liberdade de expresséo e acesso a
informagao, afirmando também que os mesmos direitos que as pessoas tém no espaco off-line, devem ser protegidos on-line,
de acordo com as leis e normas internacionais dos direitos humanos. A este respeito, o exercicio dos direitos a liberdade de
expressao e de acesso a informagao deve ser protegido contra interferéncias, tanto virtual ou fisicamente

A Declaragdo também reconhece a igualdade de género e defende o principio da ndo discriminagéo. A este respeito, a
Declaragdo reconhece a necessidade de proteger e promover os direitos dos grupos marginalizados e dos grupos que
enfrentam mudltiplas discriminagdes: mulheres, criangas, raparigas, pessoas com deficiéncia, idosos, minorias sexuais e
de género, refugiados e pessoas deslocadas internamente. A Declaragdo apela no seu principio 7 aos Estados a “tomar
medidas especificas para responder as necessidades dos grupos marginalizados para garantir o pleno gozo dos seus direitos
a liberdade de expresséao e acesso a informagdo em pé de igualdade com os outros”.

Apesar dos beneficios obtidos através da aquisigao e utilizagao de tecnologias digitais, lamentavelmente, a proliferagdo das
TIC esta a contribuir para o surgimento de desafios que as mulheres enfrentam na sociedade, incluindo o fomento da violéncia
baseada no género no espagco digital. A facilidade de acesso das ferramentas das TIC, tais como teleméveis e plataformas
de comunicagdo social, facilita varias formas de abuso virtual, que afectam desproporcionalmente mulheres e raparigas.
Por exemplo, nestas plataformas, os perpetradores podem ser anénimos e podem estar localizados em qualquer lugar, sem
contacto fisico com a vitima. Isto contribui, inevitavelmente, para a ocorréncia crescente de multiplas formas de violéncia
baseada no género, onde a maioria das mulheres, raparigas e outros grupos vulneraveis sdo vitimas, excluidas e enfrentam
diferentes formas de desigualdades no espaco digital. A complexidade da violéncia baseada no género no espaco virtual €,
sem duvidas agravada, pela natureza ndo regulamentada dos espacos digitais, incluindo as plataformas de comunicagao
social.

A violéncia on-line contra mulheres e raparigas esta intimamente ligada as realidades sociais existentes que se caracterizam
pela desigualdade de género e outras vulnerabilidades, que criam um ambiente para que estas formas de abuso sejam
cometidas. Manifesta-se numa multiplicidade de actos, que incluem a perseguigdo sexual, o cyberbullying, a perseguigao
cibernética, a difamagéo, o discurso do édio e o assédio sexual, bem como os abusos baseados na imagem. As mulheres
sofrem impacto fisico, psicolégico, social e econédmico como resultado desta violéncia virtual baseada no género, sendo que
os danos podem ser irreparaveis.

E, portanto, um imperativo lidar com o fenémeno da violéncia cibernética e do discurso de 6dio no espago on-line contra as
mulheres, sendo que tais actos devem ser fortemente condenados em todas as suas varias formas, pois é em detrimento
das mulheres e das raparigas, seja na dimensao psico-social, politica e econédmica. Assim, devem ser aplicados esforgos
concertados para esbocar actos contra a violéncia baseada no género no espago on-line em todo o continente. Maior ainda é
a necessidade de reforma juridica e politica que deve passar a reconhecer a violéncia on-line baseada no género como uma
profunda ameaga para as mulheres, raparigas, pessoas com defici ncia e diversidade de género.

Ao combater a violéncia baseada no género no espago on-line, € importante construir um consenso a partir das nossas
préprias localidades sobre a definigdo dos crimes, incluindo em diversas linguas, a fim de prover subsidios para a advocacia,
implementagao e avaliagdo dos programas. Mais importante ainda, existe a necessidade de promover uma cultura de “fala”,
onde guem denuncia abusos se sinta protegido pela aplicagao da lei, pelo sistema judicial e por outras autoridades relevantes.
Igualmente, é crucial combater a impunidade para que os sobreviventes da violéncia no espaco on-line tenham acesso ao
recurso 'de uma melhor proteccéo e tenham apoio na procura de reparagédo dos danos sofridos.

E com elevada esperanga que esta pesquisa contribui para compreender a natureza e extensdo da violéncia on-line contra
as mulheres; que é largamente desconhecida devido a inibigdo, incluindo a falta de consciéncia, cultura do siléncio, e niveis
baixos de acesso a Internet e tecnologias relacionadas, bem como os fracos mecanismos de responsabilizagao e informagao.

Por conseguinte, é nossa crenca colectiva que este estudo conduza a estratégias harmonizadas e concretas que combatam
eficazmente a violéncia perpetrada contra as mulheres, raparigas, mas sobretudo outros grupos vulneraveis (LGBTIQ e
pessoas com deficiéncia), no espago virtual na regido da Africa Austral.

Finalmente, intensifiguemos a educagéo publica na regiéo sobre direitos digitais, e criemos colectivamente dados fiaveis que
informem estratégias para a implementagédo de programas, que.irdo refrear este flagelo que esta a acometer as mulheres e
outros grupos vulneraveis e marginalizados. Comega agora, com todos e cada um de nés.
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Executive Summary

The advent of the internet and its ancillary technologies has created what some observers call a ‘digital public sphere’. This sphere has grown in
leaps and bounds, thereby reproducing similar social structures as those in the physical realm. On the one hand, the internet can be a space of
opportunity and expansive human freedom. On the other hand, it has also facilitated harmful and hurtful behaviours. Hate speech, misogyny,
dark forms of participation, information disorders and online gender-based violence (OGBV) have also become the norm. Whilst these social ills
have always been part of most patriarchal and gerontocratic societies, the internet and its accompanying digital platforms have amplified the
occurrence of these dark forms of online participation. Because of certain societal beliefs, cultures and values, women and girls are
disproportionately affected by OGBV. Although there is a dearth of literature on this scourge in the global South, especially in Africa, anecdotal
evidence suggests that OGBV mimics real world violence against women. The full extent of online violence against women remains, for the most
part, unknown, particularly in Southern Africa. This is partly because of conservative views coupled with oppressive patriarchal cultures that inhibits
individuals from speaking out, and limits women, girls and marginalised groups from accessing and

utilising the internet and its associated technologies. Notwithstanding the well-known fact that digital ‘ .
inequality is endemic in the global South, women and girls are becoming more active on the internet Hate speech, misogyny,
and social media platforms. dark forms of participation,

This multi-country research represents an opportunity to take stock of the state of affairs with _’nformaﬂon dlsordc?rs and
regards to the prevalence, nature and responses to OGBV in Southern Africa. Such deep-dive online gender-based violence
research also provides an outlet for researchers to engage with the phenomenon of OGBV from (OGBV) have also become the
an insider’s perspective, as opposed to a broad brush associated with quantitative studies. The : sy

study covered eight Southern African countries, each one with its own peculiar contextual dynamics: norm. Whilst these social ills
Angola, Botswana, Malawi, Mozambique, Namibia, South Africa, Zambia and Zimbabwe. Most of have always been part of most
the case studies discussed in this report draw on primary and secondary data. Furthermore, cases patriarchal and gerontocratic
foreground the policies, prevalence, responses and interventions by actors in the SADC region. infi ; ;

Overall, the findi gs highlight that OGBV often occurs in most countries without proper follow- societies, the internet and its

ups or reporting mechanisms. Thus, underreporting of OGBV is generally rampant in most of the accompanying digital platforms
countries studied in this report. There are no systematic interventions except for a few cases, where have amplified the occurrence
legal instruments have been put in place. Going forward, there is a need for national governments, of these dark forms of online
platform companies, law enforcement agencies and women’s organisations to work collaboratively A .

in systematically addressing OGBV. participation.
Introduction

There is consensus amongst scholars that the internet and its associated technologies have opened up doors to new and reconfigured forms of
abuse such as cyberharassment, trolling, stalking, body shaming and non-consensual creation of sexual images through artificial intelligence. Taking
advantage of technical affordances of the internet and social media platforms, perpetrators have sought to hide under the cloak of anonymity to inflict
harm on their unsuspecting victims and targets. These digitally enabled abusive and manipulative behaviours constitute infringements on the rights
and freedoms of women and girls. The United Nations Secretary General, Anténio Guterres’, in a June 2021 speech, stated that domestic violence,
online harassment and sexploitation were some of the violent acts that have thrived during the COVID-19 pandemic. He called on everyone to urgently
work towards redressing this social crisis.

‘ ‘ There is consensus amongst scholars that the internet and its associated technologies have opened up
doors to new and reconfigured forms of abuse such as cyberharassment, trolling, stalking, body
shaming and non-consensual creation of sexual images through artificial intelligence.

In this report, the term online gender-based violence (OGBV) is used to refer to acts of violence committed against a person based on their
gender, utilising information and communication technologies (ICTs). It zeroes in on how ICTs are abused to harass and silence women and
girls. This is partly because existing research and policy briefs have highlighted that online harassment is gendered. For instance, the UN Special
Rapporteur on Violence against Women'’s 2018 report has stated that:

...consequences of and harm caused by different manifestations of online violence are specifically gendered, given that
women and girls suffer from particular stigma in the context of structural inequality, discrimination and patriarchy.?

OGBV manifests in many forms, such as intimate partner violence, stalking and sexual harassment

facilitated by the use of digital tools such as social media and GPS tracking; non-consensual “ Acts such as doxxing, trolling,
sharing of intimate images, orimage-based sexual abuse (previously referred to as ‘revenge porn’); hate speech and exploitation are
and threats of rape and gruesome deaths that often translate into real word actions. These digitally : .
enabled forms of harassment are mostly experienced by women and girls. Acts such as doxxing, also recognised as OGBV which
trolling, hate speech and exploitation are also recognised as OGBV which disproportionately affect disproportionately affect women.
women.®

Besides the term online gender-based violence, there are several concepts which are often used synonymously to refer to the same phenomenon.
It is crucial to emphasise that although the scourge is gendered, men and boys are also victims of this emerging practice. Below we unpack the list
of some synonyms of the term online gender-based violence:

4
Cyberharassment Cyberbullying Hate speech Cyberstalking Non-consensual m m

pornography

1 UN ‘A Global Model to Tackle Violence against women’ 30 June. https://namibia.un.org/en/133845-global-model-tackle-violence-against-women (accessed 20 November 2021).

2 Report of the Special Rapporteur on violence against women, its causes and consequences on online violence against women and girls from a human rights perspective, United Nations
Human Rights Council (18 June 2018), A/[HRC/38/47 (2018).https://digitallibrary.un.org/record/1641160 (accessed 12 November 2021).

3 Internet Literacy Handbook. https://rm.coe.int/0900001680770f65 (accessed 18 November 2021).
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LY T ETEEST Yl - a targeted course of ongoing action designed to mentally harm a specific individual, often through fear of physical harm
and can involve several different acts of online violence.

PR QY YT - the term is largely used when looking at forms of online harassment (as outlined above) where children or teens are involved,
although this form of violence can also be experienced by adults.

KRN ETCES Y0 - is the use of harmful language that is targeted towards an individual’s identity, such as their gender or sexual orientation.*

RN Y TS ENIR - is an extension of stalking where perpetrators will use small, pernicious acts which eventually erode the victim’s sense of safety.
Cyberstalkers will often have digital skills to hide their location and identity from authorities.®

R L B BT EIE N el e LeTe | €T 1)\ - Or image-based sexual abuse, or non-consensual sharing of intimate images, is the distribution of sexual acts
in video or picture format without the individual’s consent.

AT - these are acts designed to provoke reactions from readers by deliberately making inflammatory statements.®

- is the act of accessing personal information, such as contact details or bank records, utilising online platforms or ICT tools and posting
them publicly for malicious intent.”

Effects of online gender-based violence

There are several negative effects of OGBV on women and girls. It creates a chilling

effect, which forces some of them to retreat from digital spaces. Consequently, this ‘ ‘ All of this results in a situation where
leads to the widening of the gender digital divide. The online exclusion of women and ] bl hi
girls caused by OGBV bars them from accessing health, financial and educational women and girls are unable to achieve

resources, amongst others. These public goods and services are increasingly being the United Nations Sustainable
made available online. It also limits them from participation in online public discourse, Development Goals (SDGs) such as
preventing them from exercising their innate rights to freedom of speech and equal access to basic services. It

association. It makes it hard for them to access information, which is an essential g ;
element for participation in democratic processes such as elections and referenda. It further complicates the attainment of
alienates them from applying for jobs online and engaging in electronic transactions. SDG 5b, which states that technology
All of this results in a situation where women and girls are unable to achieve the should be used to inform and empower
United Nations Sustainable Development Goals (SDGs) such as equal access to basic women.
services. It further complicates the attainment of SDG 5b, which states that technology

should be used to inform and empower women.®

In April 2021, UNESCO published a discussion paper based on an interdisciplinary study by the

‘ ‘ This kind of abuse often Interngtiona}l Center for. Journalists.(ICFJ)., which indig:a?ed that‘ there are widespread instances
becomes worse when women of online violence against female journalists.® In their international study, ICFJ found that the
psychological, physical, professional, and digital safety and security impacts associated with this

belong to LGBTIQ and other s alating freedom of expression and gender equality crisis are converging in complex ways." The
disenfranchised groups. The report goes on to highlight that any kind of response to the matter is highly complicated, due to its
chilling effect associated with intersectional nature. This is reiterated by UN Women in their report about online and ICT
OGBYV often pushes women facilitated violence against women'', which pointed out that not only were women and girls
. " disproportionately affected, but women in politics and the media are also at higher risk due to

and girls offline, where they  neir public personas and nature of work. This kind of abuse often becomes worse when women
are also doubly traumatised  belong to LGBTIQ and other disenfranchised groups. The chilling effect associated with OGBV
by perpetrators of offline often pushes women and girls offline, where they are also doubly traumatised by perpetrators of

violence. offline violence.

While retreating from online spaces might seem to be a short-term strategy to avoid toxic spaces,

in the long run this prevents them from accessing information and opportunities that could change
their life chances. In the case of female politicians, celebrities, social media influencers and media practitioners, these acts can literally affect their
livelihoods, mental health, bodily safety and in extreme cases, their lives. It is clear from the foregoing that the impact of OGBV on women and girls
has life and death consequences. It can affect their personal and family livelihoods as well as negatively impact their wellness.

The SDGs state that the achievement of gender equality is of paramount importance in order to ensure that no one is left behind in building a
sustainable, cohesive and peaceful world. In its Due Diligence Report'?, the UN emphasises the importance of eliminating OGBV as part and parcel
of eradicating gender based violence (GBV). The UN Special Rapporteur on Violence against Women'® observes that online spaces and
technologies have become tools for the continued systemic oppression of women and girls. These acts of online violence, therefore, infringe on
their inalienable human rights as articulated in national constitutions, regional frameworks and international instruments.

4 Council of Europe ‘Types of Cyberviolence'. https://www.coe.int/en/web/cyberviolence/types-of-cyberviolence#Hate (accessed on 19 November 2021).

5 ML Pittaro ‘Cyber stalking: An Analysis of Online Harassment and Intimidation’ (2007) 1 International Journal of Cyber Criminology 180-197. https://www.ojp.gov/ncjrs/virtual-library/abstracts/
cyber-stalking-analysis-online-harassment-and-intimidation (accessed 19 November 2021).

6 European Institute for Gender Equality. https://eige.europa.eu/thesaurus/terms/1487 (accessed 19 November 2021).

7 US Department of Homeland Security ‘How to Prevent Online Harassment from “Doxxing™. https://www.dhs.gov/sites/default/files/publications/How%20t0%20Prevent%200nline%20
Harrassment%20From%20Doxxing.pdf (accessed on 18 November 2021).

8 UN Sustainable Development Goals Indicators https://unstats.un.org/sdgs/metadata/? Text=&Goal=5&Target=5.b (accessed 18 November 2021).

9 UNESCO ‘ The Chilling: Global trends in online violence against women journalists’ https://en.unesco.org/publications/thechilling (accessed 20 November 2021).

10 As above.

11 UN Women ‘Online and ICT facilitated violence against women and girls during COVID-19’https://www.unwomen.org/sites/default/files/Headquarters/Attachments/Sections/Library/Publica-
tions/2020/Brief-Online-and-ICT-facilitated-violence-against-women-and-girls-during-COVID-19-en.pdf (accessed 19 November 2021).

12 The Due Diligence Project to the Office of the High Commissioner for Human Rights Pursuant to Human Rights Council Resolution 32/13 on Ways to Bridge the Gender Digital Divide from
a Human Rights Perspective ‘Eliminating Online Violence Against Women and Endengering Digital Equality’
https://www.ohchr.org/Documents/Issues/Women/WRGS/GenderDigital/DueDiligenceProject.pdf (accessed 13 November 2021).

13 Report of the Special Rapporteur on violence against women, its causes and consequences on online violence against women and girls from a human rights perspective, United Nations
Human Rights Council (18 June 2018), A/HRC/38/47 (2018) https://digitallibrary.un.org/record/1641160 (accessed 12 November 2021).
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It should be noted that OGBV is a global phenomenon. This means that the

African continent is not spared from this structural problem. It only manifests itself ‘ ‘ g
in different ways in various societies depending on the contextual factors at play. It should be noted that OGBV is a

For instance, in polarised, conservative and unequal societies, cases of OGBV gIobaI phenomenon. This means

are often amplifie. This phenomenon is of particular concern in Africa, especially . > >

in Sub-Saharan Africa, where the gender divide stands at 37%". In this regard, that the African continent is not
the African Union (AU) has identified the elimination of gender disparities as one spared from this structural problem.

of its top focus areas.' They have also singled out harmful cultural practices and
behaviours as contributory factors to the normalisation of OGBV and proposed a
multi-pronged approach to tackling the matter.'®

Rationale and scope of the report

This study sought to shine the spotlight on an underreported issue, which has attracted the attention of policy makers, women’s organisations and
platform companies. For instance, in its 2021 discussion paper, UNESCO noted that research on OGBYV is still lacking in developing countries."”
This state of affairs suggests that little is known about this social crisis, yet it affects women and girls who constitute the bulk of the population in
the global South. It is possible to speculate that OGBV continues unabated within these societies with little to no active interventions aimed at
resolving the matter. Extending this argument further, UN Women Africa in their recent policy paper'® highlighted the glaring gap in data that looks at
incidences of GBV during the COVID-19 pandemic.

This lack of comprehensive research in an area with huge societal implications is concerning.
‘ ‘ : : : Hence, this report is an important reference for policy makers, platform companies, human rights
This report is a’:' important defenders and researchers interested in OGBV. It highlights areas requiring urgent policy and
reference for policy makers, |egislative interventions in order to push back against the scourge of OGBV. This eight country
platform companies, human report paints a vivid picture about the need for more granular and ethnographic studies to reveal
rights defenders and the real stat_e of affairs on (_)(_BBV in Southern Africa. For |nstanc§, most cou_ntry repor_ts _hlghllght
. that OGBYV is extremely difficult to address due to underreporting on the issue. This impedes
researchers ”:'tereSted government, the media and civil society from pulling in the same direction in matters of policy
in OGBV. formulation, creating user-friendly interventions and developing appropriate legal frameworks to

tackle OGBV.

The report documents the country levels of internet penetration, as well as online and offline gender disparities. It teases out the existing legal and
policy frameworks. It maps the nature and prevalence of GBV and OGBYV in each country. It problematises this scourge within the context of the
unfolding COVID-19 pandemic and its accompanying restrictions. Lastly, the report offers conclusions and recommendations to address the issues
raised in each country and the region as a whole to address the ongoing human rights transgressions of OGBV. The report also endeavours to
contribute towards influencing the direction of OGBV policies. This is particularly important at a time when there is an appetite in the SADC region to
pass and revise data protection, cyber-security and cybercrimes and electronic transactions bills.

Methodology

Most of the country reports relied heavily on primary and secondary data. Whilst in some instances quantitative data was used to corroborate the
overall argument, it is plausible to note that these reports are anchored in a predominantly qualitative research methodology.

The research design followed a case study approach. This type of approach is often deployed to generate an in-depth, multi-faceted understanding
of a complex issue (such as OGBV) in its real context. Country researchers made use of desktop research and qualitative interviews. In terms of
sampling techniques, researchers relied on non-probability methods such as purposive and convenience sampling in order to recruit key informants,
participants and other key stakeholders. Interviews with respondents and key informants were carried out in line with the approved WHO and national
guidelines on the COVID-19 pandemic. Thus, social distancing, wearing of masks and sanitising of hands were religiously observed throughout the
data collection process.

Primary data was complemented by secondary sources such as reports from the government, the media, and civil society organisations. Because of
the lockdown measures which militated against extensive travelling by country researchers, these country reports must be viewed as a starting point
for more large-scale studies focusing on OGBV. Due to these limitations, this report is not aimed at generalising the findings, but rather shedding
light on an unfolding social crisis. With regard to ethical considerations, informed consent, traceability, confidentiality and privacy were safeguarded.

The impact of the COVID-19 pandemic and its link to OGBV

The unfolding coronavirus (COVID-19) pandemic that has seen most countries across
the world imposing various non-pharamceutical interventions including lockdowns and ‘ ‘
travel restrictions, has also been accompanied by increased cases of online violence
against women and girls. In other words, the pandemic has exacerbated the already

Since digital spaces became the most
used venues and channels for access

tenuous state of affairs with regards to gender-based violence. It forced families to to information and public assembly,
coexist in crowded, restricted and sometimes fragile social spaces, thereby creating cases of OGBYV were reported in most
a fertile ground for both GBV and OGBYV to thrive. Since digital spaces became the couantries. Loss of employment,
most used venues and channels for access to information and public assembly, cases q .

of OGBV were reported in most countries. Loss of employment, working from home workmg from home and virtual
and virtual learning amongst other knock-on effects of the pandemic left women and Iearmng amongst other knock-on
girls in a worse-off situation. It exposed them to various forms of GBV from their effects of the pandemic left women
partners, fathers, brothers and relatives. This happened when face-to-face meetings and girls in a worse-off situation.

were restricted due to lockdown measures.

14 World Bank ‘Closing the Digital Gender Gap: Why Now Should Have Been Yesterday’ 9 June 2020
https://www.worldbank.org/en/news/feature/2020/06/09/closing-the-digital-gender-gap-why-now-should-have-been-yesterday (accessed 10 December 2021).

15 African Union ‘Men’s Conference on Positive Masculinity: “Galvanizing Positive Masculine of violence in Africa” 25 November2021.https://au.int/en/newsevents/20211125/mens-
conference-pos-itive-masculinity-galvanizing-positive-masculinity-end (accessed 20 November 2021).

16 African Union ‘Practical solutions mooted on ending violence against women and girls and harmful practices in Africa’ 18 June 2021
https://au.int/en/pressreleases/20210618/practical-solutions-mooted-ending-violence-against-women-and-girls-and (accessed 20 November 2021).

17 UNESCO ‘The Chilling: Global trends in online violence against women journalists’ https://en.unesco.org/publications/thechilling (accessed 20 November 2021).

18 African Union Commission et al ‘Gender-based Violence in Africa during the COVID-19 Pandemic’ UN Women Africa https://africa.unwomen.org/en/digital-library/publications/2020/12/gbv-in-
africa-during-covid-19-pandemic (accessed 20 November 2021).
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In some countries, state sponsored violence against women and girls was also pronounced. Security forces such as the army and police were
fingered in some of these human rights violations. Cases abound in Mozambique, South Africa, Namibia and Zimbabwe where females
were beaten up for violating lockdown measures. The increase in online activity during the pandemic also exacerbated online insecurity,
especially around data protection and cyberharassment. For instance, an online event in South Africa discussing the issue of GBV/OGBV was
disrupted by hackers displaying racial and sexual content. Such incidents demonstrate the ever growing need for more online security mechanisms.

Given the ways in which government resources were overstretched during the height of the pandemic, there was little focus on OGBV by law
enforcement agencies. This created a conducive environment for perpetrators to harass women and girls with impunity, especially
on video conferencing and social media platforms.

Key findings

The individual country reports present unique manifestations of OGBV, for instance, demonstrating that female media practitioners,
celebrities and politicians bear the brunt of cyberbullying and sexual harassment, amongst many other online violent actions.

In Malawi, it was found that incidences of online violence often stem from events occurring

‘ ‘ The individual country reports offline which then spre_ad ont_o online platforms. For instanc_e, in 2_019, Malawian WhatsApp
¢ . ifestati f groups were awash with a video of a woman who was being stripped by men for wearing

presen U{uque ML 'ons_ o political party regalia. The woman was stripped and ridiculed by men of an opposing political
OGBY, for instance demonstrating party. The men were eventually arrested and charged with insulting the modesty of a woman,

that female media practitioners, robbery, and use of force under the Penal Code.

celebrities and P oI:t:_c:ans bear the In the case of Angola, research revealed that online activists and journalists are sporadically
brunt of cyberbullying and sexual ageted with threats, though they face less violence and harassment than journalists who
harassment, amongst many other operate mainly in the traditional media sphere." Some independent online news outlets
online violent actions. report receiving regular calls from government officials directing them to tone down criticism

or refrain from reporting on certain issues.

The same trend was observed in Botswana where the country witnessed incidents of cyberbullying, harassment and many other forms of OGBYV,
particularly online abuse of women campaigners and activists. Incidents of cyberbullying are reported to be on the rise due to growth of internet usage,
and it is suspected that most of these cases go unreported in Botswana.

The Namibia report chronicles an environment where online violence thrives in the absence of appropriate legislation. Existing laws are outdated,
gender blind and at most leave legal interpretations to courts. The lack of gender aggregated data on online violence hampers reporting and consequent
action in dealing with online violence in the country. Female journalists, women politicians as well as other women in visible positions are the most
targeted, while non-consensual image sharing is amongst the top forms of online violence.

The Mozambican report highlights the launch of digital platforms aimed at promoting political participation of young people, especially women. It
chronicles the inner workings of Txeka, a digital platform for promoting political participation of young people, particularly women. It discusses an
e-platform, called Nyandayeyo, which means “help” created with the sole intention of fighting against domestic v olence.

In South Africa, research suggests that incidences of OGBV occur primarily on platforms such as Facebook and WhatsApp. The prominence of
Facebook and chat platforms such as WhatsApp as platforms where OGBV often occurs may be because Facebook does not require the verification

of users on signup (such as providing a phone number), making it easier for one to hide their identity while using the platform. In terms of how

targets of OGBV respond to this scourge, the South African report underscores the fact that most LGBTIQ youth resort to measures such as blocking,

deleting offensive content and adjusting privacy settings to cope with cyber victimisation.

The Zambian report further showed that OGBYV is an emerging national issue. It manifests as cyberbullying, trolling, hate speech, body shaming and
non-consensual sharing of intimate images/videos, and it is usually targeted at female politicians or political aspirants, socialites, media persons,
activists, bloggers and ordinary female internet users, especially those who are known to be vocal about their views.

Female politicians, journalists, human rights defenders and journalists have been on the receiving end of OGBV in Zimbabwe. Journalists such as
Ruvheneko Parirenyatwa and Samantha Musa (MisRed) have been bullied online. This scourge manifests in the form of cyberbullying and sharing
of non-consensual intimate images. Zimbabwe witnessed a rise in GBV cases by over 40% following the COVID-19 pandemic, as recorded in 2020
through the national GBV hotline manned by Musasa, a civil society organisation dealing with GBV cases affecting women and girls. The Zimbabwe
Gender Commission also noted that GBV was more prevalent during lockdowns.

Most of these country reports confirm studies by Amnesty International which noted that restrictions imposed by the fight against the COVID-19
pandemic have turned certain homes in some Southern African countries into enclaves of cruelty, rape and violence for women and girls trapped by
abusive family members.

Conclusion

The proceeding sections will present the individual country reports and conclusions on the findings from each country. Each country represents a
particular reality in the region, and examples should be applied to the context. In the last section, the report recommends actions that can be pursued
within the region to address the ongoing human rights violations related to OGBV.

19 African Union Commission et al ‘Gender-based Violence in Africa during the COVID-19 Pandemic’ UN Women Africa https://africa.unwomen.org/en/digital-library/publications/2020/12/gbv-
in-africa-during-covid-19-pandemic (accessed on 20 November 2021).
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Acronyms and Abbreviations

A4Al

ACRWC

.\
ANCWL
APC
ATI Act
AU
BOCRA
CEDAW

CCPR

CIP

CIPESA

CRC

CESCR

CRAN
Cso

DIFAMU

DVA
EC
EEC
EFF
ETCSA
EWF
FADM

FAMOD

FPB
FRELIMO

GALZ
GBV
GBVF
GDI

GDP
GEA
clefc]]
Gl
HPP
ICT

ICASA
ICCPR
INAC

INACOM

INS
loT
ISOC
ISP
ITU
LEAD

Alliance for Affordable Internet [Alianca para
Internet Acessivel]

African Charter on the Rights and Welfare of the Child
[Carta Africana dos Direitos e Bem-Estar da Crianga]

Amnesty International [Amnistia Internacional]
African National Congress Women'’s League,
Association for Progressive Communications
Access to Information Act

African Union

Botswana Communications Regulatory Authority

Convention on the Elimination of all Forms of
Discrimination Against Women [Convengé&o sobre
a Eliminagéo de todas as Formas de Discriminagéo
contra as Mulheres]

International Covenant on Civil and Political Rights
[Pacto Internacional sobre os Direitos Civis e Politicos]

Centre for Public Integrity [Centro de Integridade
Publica]

Collaboration on ICT Policy Centre for Eastern and
Southern Africa

Convention on the Rights of the Child [Conveng&o sobre
os Direitos da Criang¢a]

International Covenant on Economics and Social and
Cultural Rights [Pacto Internacional dos Direitos
Econdémicos, Sociais e Culturais]

Communication Regulatory Authority of Namibia
Civil Society Organisation [Organizagdo da Sociedade
Civil]

Directorate of Family and Promotion of Women [
Direcgéo da Familia e Promog&o da Mulher]
Domestic Violence Act

European Commission

Employment Equity Commission

Economic Freedom Fighters

Electronic Transactions and Cyber Security Act
Emthonjeni Women’s Forum

Mozambique Armed Defence Force [Forgas Armadas
de Defesa de Mogambique]

Mozambican Disabled Person’s Organisation Forum
[Férum das Associagdes dos deficientes de
Mogambique]

Film and Publications Board

Mozambique Liberation Front [Frente de Libertagéo de
Mogambique]

Gays And Lesbians Association of Zimbabwe
Gender Based Violence [Violéncia Baseada no Género]
Gender Based Violence and Femicide

Gender Development Index [indice de
Desenvolvimento de Género]

Global Domestic Product [Produto Interno Bruto]
Gender Equality Act

Global Gender Gap Index

Gender Inequality Index

Harambee Prosperity Plan

Information and Communications Technology
[Tecnologias de Informagéo e Comunicagéo]

Independent Communications Authority of South Africa
International Convention on Civil and Political Rights

National Children’s Institute [Instituto Nacional da
Crianga]

Angolan Institute of Telecommunications [Instituto
Angolano das Comunicagdes]

National Institute of Health [Instituto Nacional de Saude]
Internet of Things [Internet das Coisas]

Internet Society

Internet Service Provider

International Telecommunication Union

Labour, Economists and African Democrats

LGBTIQ

LGBTIQ+

MACRA
MASFAMU

MGCAS

MICT
MPA
MPS
NERM
NGOCC

NDP
NDS1
NGP
NSP
0GBV

OP-CRC-SC

POTRAZ

PNIEG

PWD
RIA

RSF
SADC
SAPS
Stats SA
SDG
SVRI
UNDP
UNESCO

UNFPA
UNICEF
UNWOMEN

WALPE

WAR
WCAG

ZICTA

ZNWL
ZWPC

Lesbian Gay Bisexual Transgender Intersex Queer
[Lésbicas, Gays, Bissexuais e Transgénero]

Lesbian, gay, bisexual, transgender, intersex, queer,
plus

Malawi Communications Regulatory Authority

Ministry of Social Action, Family and Promotion of
Women [Ministério da Acgdo Social, Familia e
Promogéo da Mulher]

Ministry of Gender, Children and Social Action
[Ministério de Género, Crianga e Acgao Social]

Ministry of Information and Communication Technology
Media Practitioners Act

Malawi Police Service

Namibia Equal Rights Movement

Non-governmental Gender Organisations Coordinating
Council

National Development Plan
National Development Strategy
National Gender Policy
National Strategic Plan

Online gender based violence [Violéncia on-line
baseada no género]

Optional Protocol to the Convention on the Rights of the
Child on the Sale of Children, Child Prostitution and
Child Pornography [Protocolo Facultativo a Convengao
sobre os Direitos da Crianga relativo a Venda de
Criangas, Prostituicdo Infantil e Pornografia Infantil]

Postal and Telecommunications Regulatory Authority of
Zimbabwe

National Policy for Gender Equality and Equity [Politica
Nacional para a Igualdade e Equidade de Género]

People with Disabilities

Research ICT Africa [Pesquisa ICT Africa]
Reporters Without Borders

Southern Africa Development Community
South African Police Service

Statistics South Africa

Sustainable Development Goals

Sexual Violence Research Initiative
United Nations Development Programme

United Nations Educational, Scientific and Cultural
Organization

United Nations Population Fund
United Nations International Children’s Emergency Fund

United Nations Entity for Gender Equality and the
Empowerment of Women

Women’s Academy for Leadership and Political
Excellence

Women Against Rape

Web Content Accessibility Guidelines [Directrizes de
Acessibilidade do Conteudo da Web]

Zambia Information and Communications Technology
Authority

Zambia National Women’s Lobby
Zambia Women Parliamentary Caucus




Angola.

Pesquisador: Dércio Tsandzana

/
Perfil do pai —

Localizado na Africa Austral, Angola é um pais de lingua portuguesa com uma populagdo estimada em cerca de 31 milhdes de pessoas.' O PIB
do pais devera atingir 100 mil milhdes de ddlares até ao final de 2021.2 Angola tem sido governada pelo MPLA desde a independéncia. O actual
Presidente, Jodo Lourencgo, foi eleito em 2017, apds mais de 30 anos de governagao pelo anterior Chefe de Estado, José Eduardo dos Santos, uma
administragdo politica marcada por actos que podem ser descritos como de encerramento do espago politico e civico, que também se reflectiram
no exercicio da liberdade de expressdo.® Os media sdo predominantemente propriedade do Estado, sendo que os meios de comunicagéo estatais
informam favoravelmente sobre a acgao do governo e carecem de cobertura independente. Em 2020, o Governo privatizou uma série desses 6rgaos
de comunicagéo.*

A Constituicdo angolana estipula as modalidades para o exercicio da liberdade de expressao e de imprensa.® Nos ultimos anos, tem havido menos
receio de expressar criticas ao Governo ou opinides controversas em conversas privadas, em comparagao com o periodo sob o governo de José
Eduardo dos Santos.® No entanto, a auto-censura persiste, alimentada pela preocupacéo de que uma percepgao de intengédo de organizagao contra
o Governo possa resultar em represalias. Embora o acesso a Internet esteja a aumentar, o Governo controla largamente as actividades feitas
no espago on-line.” A vigilancia ja conhecida contra grupos da sociedade civil, jornalistas e académicos pode contribuir para a relutéancia em se
manifestarem.

A Constituicao garante a liberdade de reunido, mas embora o Governo de Jodo Lourengo tenha mostrado mais tolerancia para com as manifestagées
publicas do que o seu antecessor, as marchas pacificas s&o por vezes alvo de violéncia e detengdes por parte das forgas de seguranga. Angola esta
classificada na posigéo 106 entre 180 paises no Indice Mundial de Liberdade de Imprensa de 2021. Note-se ainda que nenhum repdrter/jornalista
foi morto em Angola em 2021.8

Angola tem trés (3) empresas de telefonia mével, nomeadamente a Movicel, Unitel e a empresa estatal Angola Telecom, que possuia o0 monopdélio
do servigo telefénico até 2005. O quarto operador de telecomunicagdes, denominado Africell, devera iniciar as suas operagdes ainda em Dezembro
deste ano.® De acordo com o relatério da Freedom House (2021), Angola é “parcialmente livre”, com uma pontuagéo de 31/100 pontos™ - e esta
classificado em 62/100 no relatério de Liberdade na Internet (2021)." Em Dezembro de 2020, Angola registou cerca de nove milhdes de utilizadores
da Internet, crescendo cerca de sete milhdes em comparagdo com o ano anterior.’”> A expansdo da Internet em Angola representa 26,5% da
populagao, de acordo com a IWS."

O Instituto Angolano das Telecomunicag¢des (INACOM), o regulador de telecomunicagdes do pais, informou que havia 14 milhdes de utilizadores de
telemoveis em 2019, representando quase metade da populagédo; o nimero significou um aumento de 2% em relagdo ao ano anterior.™ A Lei das
comunicagdes electrénicas e dos servigos da sociedade de informagao, adoptada em 2011, prevé os direitos dos cidadaos a privacidade e seguranga
on-line, entre outras disposi¢cdes que regulam o sector das telecomunicagdes.'®

A pontuagao do indice da desigualdade de género em Angola manteve-se estavel em torno de 0,66 pontos em 2021, o que significa que as mulheres
tinham 34% menos probabilidades de ter as mesmas oportunidades que os homens no pais.® As disparidades de maior impacto foram medidas
nas categorias de oportunidade e participagcdo economica, e empoderamento politico. Além disso, nestas categorias, Angola classificou-se entre os
paises com menor desempenho na Africa Subsaariana.'” O pais classificou-se em 25° lugar entre 35 nagoes da regido

Na area da participagao politica, em Fevereiro de 2021, 29,6% dos lugares no parlamento angolano eram ocupados por mulheres.®

Mapeamento de politicas e legislagao"®

Angola ractificou a Convengéo sobre a Eliminagcdo de todas as Formas de Discriminacdo contra as Mulheres (CEDAW), a Convengao sobre os
Direitos da Crianga (CRC); o Pacto Internacional dos Direitos Econdmicos, Sociais e Culturais (CESCR) e o Pacto Internacional sobre os Direitos
Civis e Politicos (CCPR); o Protocolo & Carta Africana dos Direitos Humanos e dos Povos sobre os Direitos das Mulheres em Africa (Protocolo de
Maputo); a Declaragdo da SADC sobre Género e Desenvolvimento e a sua adenda sobre a Prevengéo e Erradicagao da Violéncia contra Mulheres
e Criangas.

Aigualdade de género como um direito é afirmada em varios textos juridicos: € preservada na Constituicdo,?° que se refere a “igualdade” no primeiro
artigo. O artigo 21(h) e (k) da Constituicao atribui ao governo a tarefa de promover a igualdade e a ndo discriminagao entre cidaddos com base, entre
outras coisas, na raga e no sexo, e de promover a igualdade entre homens e mulheres. A lei dos partidos politicos (n.° 22/10 de 3 de Dezembro de

1 Angola stats, World Bank https://data.worldbank.org/country/AO (acesso em 31 de Outubro de 2021).

2 https://tradingeconomics.com/angola/gdp (acesso em 31 de Outubro de 2021).

3 Open Democracy: Quéo livre é a liberdade em Angola? [How free is freedom in Angola?] https://www.opendemocracy.net/pt/qu-o-livre-liberdade-em-angola/ (acesso em 21 de Outubro de
2021).

4 https://www.angop.ao/noticias/economia/privatizacao-das-participacoes-nas-telecomunicacoes-vao-a-auscultacao/ (acesso em 7 de Novembro de 2021).

5 Article 40 of the Constitution https://www.wipo.int/edocs/lexdocs/laws/pt/ao/aoc001pt.pdf (acesso em 26 de Outubro de 2021).

6 https://freedomhouse.org/country/angola/freedom-world/2021 (acesso em 8 de Novembro de 2021).

7 See Freedom House (2021) - https:/freedomhouse.org/country/angola/freedom-world/2021 (acesso em 7 de Novembro de 2021).

8 https://rsf.org/en/angola (acesso em 8 de Novembro de 2021).

9 https://africanews.space/angolas-africell-to-start-operations-in-2021/ (acesso em 7 de Novembro de 2021).

10 https://freedomhouse.org/country/angola/freedom-world/2021 (acesso em 7 de Novembro de 2021).

11 https://freedomhouse.org/country/angola/freedom-net/2021#footnoteref2_kwrdwxj (acesso em 7 de Novembro de 2021).

12 https://www.statista.com/statistics/1225595/number-of-internet-users-in-angola/ (acesso em 7 de Novembro de 2021).

13 https://www.internetworldstats.com/af/ao.htm (acesso em 8 de Novembro de 2021).

14 https://inacom.gov.ao/ao/noticias/telemoveis-popularizaram-uso-da-internet-em-luanda/ (acesso em 7 de Novembro de 2021).

15 See all legislation regulating telecommunications in Angola, https://erca.co.ao/pacote-legislativo-da-comunicacao-social/ (acesso em 31 de Outubro de 2021).
16 https://www.statista.com/statistics/1220535/gender-gap-index-in-angola/ (acesso em 7 de Novembro de 2021).

17 https://www.statista.com/statistics/1220485/gender-gap-index-in-sub-saharan-africa-by-country/ > acesso em 7 de Novembro de 2021.

18 https://data.unwomen.org/country/angola (acesso em 7 de Novembro de 2021).

19 See more on ‘Angola gender country profile’ https://op.europa.eu/en/publication-detail/-/publication/ef895bee-7273-11€5-9317-01aa75ed71a1 (acesso em 29 de Outubro de 2021).
20 https://constitutii.files.wordpress.com/2013/02/a0001pt.pdf (acesso em 29 de Outubro de 2021).

13



2010) estipula a obrigagéo de prever uma quota de mais de 30% de mulheres em cargos politicos eleitos.?' O Cédigo da Familia?? estabelece o igual
direito e responsabilidade de marido e mulher na gestdao dos bens do agregado familiar. Contudo, uma questao critica que nao é considerada no
cadigo é a posse dos bens apds a separagao ou divorcio.

Uma das preocupagdes mais alarmantes relacionadas com as mulheres e as relagdes de género é a elevada prevaléncia da violéncia doméstica,
apesar da adopgao de uma lei sobre a matéria (n.° 25/11 de 14 de Julho de 2011).22 O Cédigo Penal* impde penas brandas para crimes de natureza
sexual. Afirma que quem comete agressdo sexual contra outra pessoa, mesmo que essa pessoa seja o conjuge do perpetrador, a puni¢cdo € uma
pena de prisdo de seis meses a quatro anos.

A violéncia sexual e doméstica contra mulheres e raparigas é generalizada, mas poucos casos sdo denunciados a policia e/ou sdo processados.
As mulheres hesitam em denunciar casos a policia, dada a atitude dos funcionarios judiciais em relagédo a violéncia doméstica e sexual, sendo que
alguns desses tribunais séo isolados e praticamente inexistentes nas provincias.?® As vitimas de violagdo nao casadas nas zonas rurais sdo, além
disso, muitas vezes esperadas para casar com o perpetrador, uma vez que se afirma que de outra forma poderiam nao encontrar um marido.?® O
elevado nivel de violéncia € atribuido ao elevado nivel de pobreza, frustracdo e desespero apds a guerra civil, decorrida entre 1975 a 2002.%” Estas
condigdes limitam a capacidade das mulheres em denunciar quando sofrerem violéncia no espago on-line, dada a falta de condigbes para que a sua
voz seja verdadeiramente considerada.

Em 2013, Angola adoptou a Politica Nacional para a Igualdade e Equidade de Género (Decreto n° 222/13 de 24 de Dezembro de 2013) e a Estratégia
de Advocacia e Mobilizagdo de Recursos para a sua Implementacéo e Monitoria (PNIEG). Apesar dos progressos realizados na esfera juridica, o
direito tradicional e consuetudinario é frequentemente prejudicial para as mulheres e coloca-as em posigdes vulneraveis, especialmente em termos
de matrimonio, direitos de propriedade e custddia dos filhos. As leis existentes exercem pouca influéncia sobre abusos e violéncia cometidos no
espacgo on-line, com a Unica excepgao da Lei de Protecgcdo de Dados? que pode ser utilizada contra abusos e ameacas baseados na imagem. O seu
artigo 59 declara que quem estiver vinculado ao segredo profissional nos termos da lei, sem justa causa e sem o devido consentimento, revelar ou
divulgar a totalidade ou parte dos dados pessoais, sera punido com uma pena de prisdo até 18 meses ou com uma multa correspondente.

ALei de Protecgao das Redes e Sistemas Informaticos, adoptada em 2017, prevé, no seu artigo
14° a segurancga na Internet.?® Afirma que os fornecedores de Internet devem promover o registo ‘ ‘ Esta disposicdo promove claramente a
dos utilizadores e a implementagdo de medidas e ferramentas para a antecipagdo, detecgdo vigilancia disfarcada através do registo
e reacgao aos riscos de seguranga nas suas redes. Entende-se que esta disposi¢cao pode ser obrigatério dos utilizadores da Internet.
utilizada para proteger as mulheres no espago virtual, uma vez que visa proteger todos os No entanto, no lado positivo, entende-se
utilizadores ligados a diferentes plataformas e fornecedores de servigos de telecomunicagoes que esta’disposiga”o pode ’ser utilizada

em Angola. para proteger as mulheres no espago
virtual, uma vez que visa proteger todos
os utilizadores ligados a diferentes
plataformas e fornecedores de servicos
de telecomunica¢c6es em Angola.

A Lei das Comunicagdes Electronicas (n.° 23/11 de 20 de Junho de 2017)* proporciona
proteccdo no espago digital. O artigo 15 refere-se a «Protecgdo dos cidaddos na utilizagéo
das TIC”. Prevé o direito a confide cialidade das comunicagdes; o direito a privacidade das
informagdes pessoais, incluindo o direito de acesso e consulta, bem como o direito a que
essas informagdes sejam utilizadas no estrito cumprimento dos principios constitucionais e das
normas legais aplicaveis; e o direito a seguranca da informagéo, melhorando a qualidade, credibilidade e integridade dos sistemas de informagao.
Estas disposigcbes podem ser invocadas na abordagem da proteccao das mulheres contra todos os tipos de violéncia no espaco virtual, porque
reforca a segurancga e a protec¢do de dados on-line.

. i 5 ina Além disso, em resposta ao 7° Relatério Periédico sobre a Violéncia contra as Mulheres em
e Angola, publicado em 2019, o Comité das Nagdes Unidas para a Eliminagdo da Discriminagao
. contra as Mulheres registou®! a sub-notificacéo da violéncia baseada no género contra mulheres
ocorrem no espaco virtual, uma vez ¢ raparigas, que é reforgada pela legitimagéo social da violéncia e por uma cultura de siléncio e
que nao existem bases de dados ou impunidade. Esta sub-notificacéo aplica-se também & denuncia de casos que ocorrem no espago

investigacoes que ja tenham sido virtual, uma vez que ndo existem bases de dados ou investigagdes que ja tenham sido feitas

feitas sobre o assunto. Sobre o assunto.

também a denuncia de casos que

Violéncia baseada no género no espacgo on-lineldigital durante a COVID-19

De acordo com a Freedom House (2021),*2 os esforgos governamentais para manipular o contetdo virtual sdo esporadicamente relatados. Foi
noticiado que os activistas e jornalistas que trabalham com ferramentas digitais sdo alvo de ameagas, embora enfrentem menos violéncia e
assédio do que os jornalistas que operam principalmente na esfera dos meios de comunicagao tradicionais.?® Alguns 6rgéos de informagao digitais
independentes relatam receber chamadas regulares de funcionarios do governo, orientando-os no sentido de atenuar as criticas ou de se absterem
de reportar sobre determinadas questdes.* As medidas de emergéncia impostas em Marco de 2020 por conta da COVID-19, exigem que os 6rgaos
de comunicagao social estatais e privados colaborem com as “autoridades competentes”, o decreto define como os organismos governamentais
responsaveis pela segurancga, protecgao civil e satde publica.®®

Os centros familiares do Ministério da Acgéo Social, Familia e Promogédo da Mulher (MASFAMU) registaram um total de 3.769 casos de violéncia
doméstica em 2019, mais 466 casos em comparagdo com os primeiros dez meses de 2020.%¢ Utilizam linhas telefénicas para denunciar casos de
violéncia doméstica, com confiden ialidade, anonimato e de forma gratuita. Estas linhas também podem ser utilizadas para denunciar violéncia
baseada no género cometida no espago virtual.

21 https://fr.scribd.com/document/287897720/Lei-Dos-Partidos-Politicos-Angola (acesso em 30 de Outubro de 2021).

22 https://data.unicef.org/wp-content/uploads/2017/12/codigo-da-familia-lei-no-188-de-20-de-fevereiro_2017-04-06-02-16-27-890.pdf (acesso em 29 de Outubro de 2021).

23 https://www.adra-angola.org/artigos/lei-contra-violencia-domestica (acesso em 30 de Outubro de 2021).

24 https://governo.gov.ao/fotos/frontend_1/gov_documentos/novo_codigo_penal_905151145fad02b10cd11.pdf (acesso em 29 de Outubro de 2021).

25 https://www.voaportugues.com/a/v%C3%ADtimas-da-viol%C3%AAncia-dom%C3%A9stica-em-angola-prefer-
em-0-sil%C3%AAncio-%C3%A0-den%C3%BAncia/5414952.html (acesso em 7 de Novembro de 2021).

26 Ha um estigma de que as mulheres ndo podem denunciar casos de violéncia baseada no género porque dependem exclusivamente dos homens para organizar as suas vidas.
27 Reference ‘Angola - Country Gender Profile - African Development Bank’ https://www.afdb.org/fileadmin/uploads/afdb/Documents/Project-and-Operations/ADB-BD-IF-2008-210-EN-ANGO-
LA-COUNTRY-GENDER-PROFILE.PDF (acesso em 29 de Outubro de 2021).

28 https://lwww.apd.ao/fotos/frontend_1/editor2/110617_lei_22-11_de_17_junho-proteccao_dados_pessoais.pdf (acesso em 7 de Novembro de 2021).

29 https://animalexdominis.files.wordpress.com/2018/03/proteccc3a7c3a30-das-redesesistemas-informc3alticos-2017.pdf (acesso em 7 de Novembro de 2021).

30 https://minttics.gov.ao/ao/documentos/lei-n-23-11/ (acesso em 8 de Novembro de 2021).

31 https://digitallibrary.un.org/record/3801198 (acesso em 7 de Novembro de 2021).

32 https://freedomhouse.org/country/angola/freedom-net/2021#footnoteref2_kwrdwxj (acesso em 7 de Novembro de 2021).

33 As above

34 https://www.ecoi.net/en/document/1418258.html (acesso em 8 de Novembro de 2021).

35 https://governo.gov.ao/fotos/frontend_1/gov_documentos/diario_medidas_covid__9914006625ffa247bcbfb2.pdf (acesso em 8 de Novembro de 2021).

36 https://www.dw.com/pt-002/angola-regista-consider%C3%A1vel-aumento-de-crimes-contra-mulheres/a-55728807 (acesso em 7 de Novembro de 2021).
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E importante notar que mesmo antes da COVID-19, Angola tinha vindo a registar muitos casos de violéncia contra as mulheres.?” No Dia Internacional
para a Eliminagéo da Violéncia contra as Mulheres, entidades publicas revelaram que o pais havia registado 19 assassinatos de mulheres entre
Margo e Novembro de 2020 e 11 casos de violéncia doméstica por dia durante aquele periodo.3®

Durante a pandemia, a UNICEF langou uma plataforma digital chamada “Internet que Kuia”*® para fornecer informagéo sobre a protecgdo contra a
COVID-19. A plataforma € de livre acesso. Contém também informacéo sobre saude sexual e reprodutiva, aconselhamento sobre abuso e exploragéo
sexual, bem como linhas directas de denuncia gratuitas e legislacdo para proteger mulheres e criangas contra a violéncia on-line em geral. No
entanto, ndo fornece estatisticas em tempo real.

Em Abril de 2020, Ondjango Feminista, uma organizagéo local de promogao dos direitos da mulher, defendeu a protecgao das mulheres durante a
pandemia.® Na mesma época, uma outra organizagdo, Observatério do Género, apelou*' a policia nacional angolana para providenciar contactos
para a denuncia de casos de violéncia doméstica. Segundo a organizacéo, este crime, que afecta principalmente mulheres e criangas, tem
aumentado durante as restrigcbes por conta da pandemia viral. Embora o nimero de casos ndo tenha sido mencionado, de acordo com a directora
da organizagao, Delma Monteiro, houve relatos de redes sociais de mulheres e criancas que foram vitimas de violéncia.*?

Até Dezembro de 2020, apenas 36% dos indicadores necessarios para monitorizar os progressos dos Objectivos de Desenvolvimento Sustentavel
(ODS) numa perspectiva de género estavam disponiveis localmente, com lacunas em areas-chave, em particular: trabalho doméstico ndo remunerado,
indicadores-chave do mercado de trabalho, tais como as disparidades salariais entre géneros e as competéncias em matéria de tecnologias da
informagdo e da comunicagdo.*® Além disso, muitas areas - tais como género e pobreza, assédio fisico e sexual, acesso das mulheres a bens
(incluindo a terra), género e ambiente - carecem de metodologias comparaveis para uma monitoria regular. Eliminar estas lacunas de informagao
sobre o género é essencial para alcancar os compromissos dos ODS relacionados com o género em Angola.

Caso de estudo: Parem de nos Matar

Em Outubro de 2018, as mulheres angolanas langaram nas redes sociais uma campanha intitulada “Parem de nos matar”.#* Utilizando uma pagina do
Facebook®, a iniciativa pretendia chamar a atengao para o aumento do nimero de assassinatos de mulheres pelos seus parceiros e a propagagéo do
discurso de 6dio contra as mulheres no espaco digital, bem como mobilizar as pessoas contra a VBG (Violéncia Baseada no Género).*® A campanha
foi organizada pela Associagdo Ondjango,*” uma organizagdo nao governamental feminista que utiliza o Facebook como principal instrumento de
mobilizagdo para aumentar a sensibilizagdo para os crimes contra as mulheres em Angola.

A pagina é muito activa no Facebook e conta com mais de 8 000 seguidores, onde diariamente é publicado algo sobre a protecgdo das mulheres.*
Contudo, desde 2019, parece que a campanha “Parem de nos Matar” perdeu o seu impeto, uma vez que quase nada foi publicado sobre a mesma,
embora os casos de violéncia prevalecam.

“ : > " Ondjango também utiliza o Instagram para falar sobre as mulheres no sector informal. A
Ondjango também utiliza o campanha que comegou em 2018, chamada “Resgate”,** que destinava-se a proteger as
Instagram para falar sobre as  mulneres que trabalham no sector informal sem apoio social e fi anceiro do Estado.

mulheres no sector informal. A

campanha que comegou em 2018, Para além da campanha nos meios de comunicagao di.gite'lis, as mulhgres apelaram a uma

chamada “Resgate”, que destinava- marcha a 26 de Eeverelro de 2019, semelhante ao que ja tinha acgntemdo em Dezembro de

se a proteger as mulheres que 5018, quando mais ge 500 mulheres marcharam em Luanda, a ca_plta_l_angolana. A car_np:anh_a

: esencadeou reacgdes opostas de alguns homens, que tentaram justificar a onda de violéncia

trabalham no sector informal sem contra as mulheres através de uma contra-campanha no Facebook chamada “Parem de nos

apoio social e financeiro do Estado. trair’, na crenca de que a traigio é uma razdo valida para a violéncia doméstica contra as

mulheres.*®

Em Margo de 2021 foram publicadas imagens em redes sociais relatando a morte de uma jovem ‘ ‘

vitima de transfobia®'. Titica, uma cantora local e membro da comunidade LGBTIQ, lamentou Freedom House (2021) também relatou

o seu Instagram, tendo partilhado fotografias e disse “Parem de nos matar, s6 queremos ser que as mulheres e a comunidade
noés... mais empatia”.®> Antes disso, em 2013, circulou um video nas redes mostrando duas LGBTIQ enfrentam assédio on-line
mulheres a serem barbaramente espancadas num armazém em Luanda. Na sequéncia de em Angola, mesmo que desde a
uma busca autorizada pelo tribunal, o Ministério Publico apreendeu os instrumentos de tortura descriminalizacéo da relacéo entre
que aparecem no video, mas nunca se soube quem agrediu as mulheres.>® Freedom House pessoas do mesmo sexo em Fevereiro

(2021) também relatou que as mulheres e a comunidade LGBTIQ enfrentam assédio on-line em
Angola, mesmo que desde a descriminalizagéo da relagao entre pessoas do mesmo sexo em
Fevereiro de 2019, tenham sido relatados menos incidentes de assédio.>

de 2019, tenham sido relatados menos
incidentes de assédio.

37 https://www.rfi.fr/pt/angola/20190328-angolanas-denunciam-violencia-domestica (acesso em 29 de Outubro de 2021).

38 https://www.dw.com/pt-002/angola-regista-consider%C3%A1vel-aumento-de-crimes-contra-mulheres/a-55728807 (acesso em 8 de Novembro de 2021).

39 https://ao.goodinternet.org/ (acesso em 7 de Novembro de 2021).

40 https://www.ondjangofeminista.com/ondjango/2020/4/14/violncia-domstica-em-tempos-de-isolamento-social (acesso em 27 de Outubro de 2021).

41 News report https://e-global.pt/noticias/lusofonia/angola/angola-ong-denuncia-aumento-de-violencia-domestica-durante-quarentena/ (acesso em 29 de Outubro de 2021).

42 https://visao.sapo.pt/atualidade/sociedade/2020-03-30-covid-19-ong-angolana-denuncia-aumento-de-violencia-domestica-devido-a-quarentena/ (acesso em 8 de Novembro de 2021).
43 Ver ‘Are ICTs enabling women’s empowerment?’ https://plussocialgood.medium.com/are-icts-enabling-womens-empowerment-162f9a8d2aa0 )acesso em 29 de Outubro de 2021).
44 https://lwww.dw.com/pt-002/mulheres-angolanas-lan%C3%A7am-campanha-parem-de-nos-matar-nas-redes-sociais/a-50755066 (acesso em 29 de Outubro de 2021).

45 https://www.facebook.com/OndjangoFeminista/posts/1915118611948570/ (acesso em 8 de Novembro de 2021).

46 www.novojornal.co.ao/sociedade/interior/parem-de-nos-matar---o-grito-das-mulheres-contra-a-maior-violacao-de-direit-
os-humanos-em-angola-chegou-ao-parlamento-63947.html (aacesso em 29 de Outubro de 2021).

47 https://lwww.ondjangofeminista.com/ondjango/2018/12/11/parem-de-matar-as-mulheres (acesso em 29 de Outubro de 2021).

48 https://www.facebook.com/OndjangoFeminista (acesso em 29 de Outubro de 2021).

49 https://www.instagram.com/p/BgMomyYgps9/ (acesso em 30 de Outubro de 2021).

50 https://globalvoices.org/2018/12/30/stop-killing-women-a-new-campaign-against-domestic-violence-in-angola/ (acesso em 29 de Outubro de 2021).

51 https://www.lilpastanews.com/2021/03/jovem-de-25-anos-e-morto-em-cabinda-por.html (acesso em 29 de Outubro de 2021).

52 http://portaltudoaver.com/2021/03/22/titica-reage-a-morte-do-homossexual-sucedida-em-cabinda-parem-de-nos-matar/ (acesso em 29 de Outubro de 2021).

53 https://www.jn.pt/mundo/palops/video-de-agressao-a-duas-mulheres-em-luanda-gera-condenacao-generalizada-3043269.html (acesso em 29 de Outubro de 2021).

54 https://freedomhouse.org/country/angola/freedom-net/2021#footnoteref2_kwrdwxj (acesso em 11 de Novembro de 2021).
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Posicao do governo

Em Angola estédo em vigor diferentes leis para proteger as mulheres. Além disso, as medidas politicas no ambito do Plano Nacional de Desenvolvimento,
tém como objectivo promover®® a plena realizagdo dos direitos humanos e das liberdades fundamentais de homens e mulheres, promover todos
os aspectos da igualdade de oportunidades nas politicas de emprego, incluindo a reducdo da segregagao profissional e a ajuda a conciliagdo da
vida profissional e familiar, bem como combater a persistente sub-representagéo das mulheres em todas as esferas de decisdo. Visa, igualmente,
promover a igualdade de acesso e o pleno gozo dos direitos sociais de homens e mulheres, a fim de eliminar as disparidades de género no ensino
primario e secundario e em outros niveis de ensino até 2025. No entanto, a politica carece de uma abordagem especifica sobre as mulheres e TICs,
bem como a violéncia on-line baseada no género.

O Ministério da Acgao Social, Familia e Promogao da Mulher (MASFAMU) é responsavel por “definir e implementar a politica nacional de defesa
e garantia dos direitos das mulheres na familia e na sociedade em geral”’.*¢ O Ministério enfrenta desafios em matéria de recursos humanos e
financeiros. Tém um numero limitado de funcionarios e pouco acesso a formacgao relevante para a promogao das mulheres e da igualdade de género,
0 que exige uma constante actualizagédo de competéncias. Muitas ac¢gdes governamentais concentram-se principalmente nas criangas, mas menos
em violéncia on-line baseada no género. No periodo entre 1 e 8 de Outubro de 2021, foram comunicadas ao Instituto Nacional da Crianga (INAC)
volta 1080 queixas de violéncia contra menores. Segundo a porta-voz do instituto, Rosalina Domingos, o abuso sexual € um dos casos mais comuns
relatados.®

Embora os recursos humanos e financeiros sejam fornecidos a todas as provincias pela Direc¢cdo da Familia e Promogédo da Mulher (DIFAMU), tais
recursos nao estao a ser distribuidos uniformemente. Ha pouca ou nenhuma agenda independente da DIFAMU em comparagéo com o MASFAMU,
o que efectivamente significa que os programas implementados s&o definidos por uma autoridade central. Apesar do crescente interesse no tema
da integracao da perspectiva de género nas politicas e programas governamentais, a analise detalhada do orcamento do Estado mostra claramente
que as questdes das mulheres ndo sao priorizadas nas posi¢des centrais da administragéo publica, dado que o ministério recebe menor dotagao
orcamental.

Relativamente a presenca de mulheres nos 6rgaos de decisdo do governo, Angola é o segundo pais melhor representado entre as nagdes africanas
de lingua portuguesa, depois de Mogcambique, mesmo que as mulheres ainda estejam sub-representadas com 30% de mulheres na Assembleia
Nacional.%® Activistas de luta contra a violéncia baseada no género no espaco on-line podem envolver o Grupo de Mulheres Parlamentares (GMP),
criado pela Assembleia Nacional, com o objectivo de obter apoio politico para a reforma legislativa e ajudar a levantar questdes de género no espago
virtual.®®

Em Abril de 2021, o Secretario de Estado das Telecomunicagdes, Mario Augusto de Oliveira, manifestou o seu apoio as iniciativas tecnolégicas
desenvolvidas pelas mulheres.® Oliveira salientou que as TICs desempenham um papel importante no desenvolvimento econémico e na participagao
das mulheres. Por conseguinte, € importante reduzir a diferenca de género no sector e encorajar as mulheres jovens a escolher carreiras no sector
das tecnologias.®’

O executivo angolano adoptou politicas de apoio as questdes de género, com particular apoio as vitimas de violéncia, com vista ao reconhecimento
as familias, desenvolvimento das comunidades e promocao das mulheres rurais. O Chefe de Estado também instruiu uma revisdo da percentagem
de representagao das mulheres a todos os niveis, por forma a aumentar para pelo menos 40%, tendo langado campanhas nacionais para prevenir
a violéncia e as praticas tradicionais que violam os direitos das mulheres e raparigas. Mas, tal como também foi observado em relagéo a actual
legislag&o nacional, ndo ha um foco especifico na violéncia on-line contra as mulheres, ou sobre como a tecnologia pode ser utilizada, para abordar
estes objectivos e planos nacionais em matéria de género.

Igualmente, ha falta de dados sobre a violéncia baseada no género cometida através das TIC

contra as mulheres e outros grupos marginalizados em Angola. De acordo com a Ministra da ‘ ‘
Acgéo Social, Familia e Promogao da Mulher, Faustina Alves®?, o reforgco dos mecanismos de
defesa e monitoria das vitimas esta a ser feito através do Centro de Aconselhamento Familiar,

bem como a partir das linhas telefonicas directas, ndo necessariamente a partir das ferramentas
digitais. Referiu ainda que € necessario antecipar e reagir aos riscos de violéncia, abuso,
exploragao, discriminacéo e outras formas de violagdo de direitos, prestando especial atengao

aos grupos populacionais com vulnerabilidade especifica.

Igualmente, ha falta de dados sobre a
violéncia baseada no género cometida
através das TIC contra as mulheres e
outros grupos marginalizados em Angola.

Conclusao e recomendagoes

Esta pesquisa mostrou a prevaléncia de violéncia baseada no género no panorama on-line, exposta através da publicidade dos casos (discurso do
6dio e doxing), que séo frequentemente partilhados em plataformas digitais. Do mesmo modo, ha cada vez mais relatos de actos de discriminacao
contra grupos sexuais minoritarios, tais como LGBTIQ, que séo alimentados através de praticas violentas em plataformas digitas, tal como referido
num dos estudos de caso. Os grupos mais vulneraveis sdo as mulheres que frequentemente ndo tém voz, e quando séo vitimas optam por
permanecer em siléncio, uma vez que nao existem mecanismos legais especificos que as possam proteger quando os seus direitos sdo violads.

E assim evidente que existe a necessidade de o governo iniciar uma ampla reflexdo sobre a forma como as plataformas digitais sdo utilizadas no
pais, e como isso afecta negativamente as mulheres e as outras minorias. Esta pode ser uma oportunidade para melhorar os instrumentos legais
existentes ou adoptar novos instrumentos ou ainda mesmo encontrar uma forma local de mitigar a violéncia on-line. De facto, em Angola, as questoes
de acesso a tecnologia para as mulheres estao ainda numa fase embrionaria. Os niveis de desigualdades sdo elevados e ndo existem provas de que
as mulheres estejam a participar activamente nas questdes sociais através de meios digitais.

55 https://www.unwomen.org/en/get-involved/step-it-up/commitments/angola (acesso em 27 de Outubro de 2021).

56 https://masfamu.gov.ao (acesso em 8 de Novembro de 2021).

57 https://rna.ao/rna.ao/2021/10/11/mil-e-oitenta-denuncias-de-violencia-a-menores-reportadas-ao-inac-no-periodo-de-01-a-08-de-outubro/ (acesso em 8 de Novembro de 2021).

58 https://www.dw.com/pt-002/mulheres-ao-poder-nos-palop/a-52677550 (acesso em 8 de Novembro de 2021).

59 http://www.parlamento.ao/grupo-de-mulheres-parlamentares (acesso em 15 de Novembro de 2021).

60 https://minttics.gov.ao/ao/noticias/luanda-acolhe-forum-sobre-as-meninas-e-as-tic/ (accessed on 27 October 2021). The secretary spoke at the opening of the VI forum “Girls and ICTs”,
representing the minister of Telecommunications Information and Social Communication Technology.

61 https://www.angop.ao/noticias/tecnologia/minttics-apoia-iniciativa-tecnologica-desenvolvida-por-mulheres/ (accessed on 28 October 2021).

62 News report https://governo.gov.ao/ao/noticias/masfamu-incentiva-cultura-de-denuncia-de-actos-de-violencia/ (accessed on 27 October 2021). The remarks we made in July 2020 at the
opening ceremony of the African Women’s Day.
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Nao existe legislacdo que trate especificamente da violéncia baseada no género no espago on-line. Também nota-se que os casos que tém sido
relatados carecem de um seguimento claro, pois ndo sdo devidamente resolvidos e as san¢des que sao aplicadas nesses casos muitas vezes nao
séo conhecidas. Tanto o cédigo penal, como as leis ordinarias, sdo vagos no que toca ao tratamento de mulheres e criangas no espaco digital, o que
resulta em casos nao resolvidos e sem nenhuma acg¢ao judicial.

Nao existe legislacdo que trate especificamente da violéncia baseada no género no espaco on-line. Também nota-se
que os casos que tém sido relatados carecem de um seguimento claro, pois nao sao devidamente resolvidos e as
sancoées que sio aplicadas nesses casos muitas vezes nao sdo conhecidas

Nesse contexto, para melhorar esta situagédo, devem ser consideradas as seguintes recomendacdes:

Governo

e E necessario que o governo adopte legislagdo especifica que proteja as mulheres no espaco on-line, ndo s6 para punir os infractores, mas
também para promover o respeito e a coexisténcia de género. Este trabalho deve ser feito em coordenacdo com a autoridade reguladora das
comunicagoes, a fim de respeitar as garantias de dados pessoais previstas na Lei de Protecgéo de Dados.

e Ha necessidade de se promover uma sensibilizagdo para o desenvolvimento de capacidades no ambito da aplicagéo da lei e elaboragéo de
relatorios, investigagéo e, em ultima analise, acusagao de crimes contra a mulher no espago digital.

e A melhor aplicagéo da Lei da Violéncia Doméstica (n.° 25/11 de 14 de Junho de 2011) representa mais um passo importante para alcangar a
igualdade de género. No entanto, os mecanismos judiciais e institucionais para facilitar a sua implementacéo séo inadequados, e a lei deve
proporcionar protecgao contra a violéncia de género no espaco digital.

e E importante trabalhar, tanto nos niveis inferiores do sector da educagdo como na formagao técnica e profissional, na auto-representagédo das
mulheres em profissées consideradas masculinas.

Media
e Sensibilizagdo na reportagem mediatica sobre violéncia on-line contra a mulher, destacando os casos e propondo estratégias de luta contra o
fenémeno.

e Exigir maior publicidade dos 6rgaos oficiais de comunicagéo sobre casos de violéncia contra as mulheres no espaco virtual.
e Ha uma necessidade urgente de se criar mecanismos de coordenagdo para uma melhor interaccdo entre cidaddos e organismos de
comunicagao, a fim de descobrir e acompanhar os casos de violéncia no espago on-line ou off-line.

Plataformas digitais e virtuais

e Criagcao de mecanismos de informagéao rapidos e adequados ao contexto local, especialmente tendo em conta as barreiras linguisticas.

e Ha necessidade de se fazer uma devida investigagcdo dos casos de violéncia contra as mulheres publicados em redes sociais, sem expor as
sensibilidades intimas das vitimas.

e Reforgar a coordenagao local entre as partes interessadas, a fim de melhor compreender o contexto e as necessidades das vitimas.

Organizagcoes da Sociedade Civil

e Ha necessidade de mais trabalho conjunto e coordenado, a fim de combinar os diferentes esforcos das organizagdes da sociedade civil que
trabalham com as questdes das mulheres, especialmente na violéncia virtual.

e As organizagbes da sociedade civil devem adoptar estratégias internas e publicas que sirvam de modelo para a protecgdo das mulheres no
espagco digital.
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Angola.

Researcher: Dércio Tsandzana.

Country overview

Located in Southern Africa, Angola is a Portuguese-speaking country with an estimated population of around 31 million people." GDP in Angola
is expected to reach US$100 billion by the end of 2021.2 Angola has been ruled by the MPLA since independence. The current President, Jodo
Lourengo, was elected in 2017 after more than 30 years of governance by the previous head of state, José Eduardo dos Santos. The previous political
administration was characterised by repression, shrinkage of political and civic space as well as media censorship. This meant that inalienable rights
such as freedom of assembly, freedom of conscience and freedom of expression were severely constrained.® The media is predominantly owned by
the state. Although there is private ownership of the press, it is important to note that state-owned media are duty bound to report favourably towards
the ruling party. There is systematic government interference in the operations of the public media. More significantly, the Angolan government
privatised a number of media outlets in 2020.4 It remains to be seen whether this privatisation is going to be accompanied by a more accommodative
space for press freedom and independent journalism.

The Angolan constitution provides for freedom of expression and the press.® In recent years, there has been somewhat less fear of retribution for
expressing criticism of the government or controversial opinions in private conversations, compared to the period under the rule of José Eduardo
dos Santos.® However, self-censorship persists, fueled by concerns that the government has the capacity to conduct surveillance and harass private
citizens. While internet access is still increasing, the Angolan government actively monitors online activities.” Surveillance is generally deep-seated
in the social and political fabric of Angola. It has contributed to a culture of self-censorship. For instance, civic activists, journalists, trade unionists,
politicians and academics are increasingly muting their voices largely because of reprisals and state-sponsored harassment. The Constitution
guarantees freedom of assembly but what is on paper is not often replicated in practice. Although the current regime has shown more tolerance for
public demonstrations when compared to the previous one, sometimes peaceful marches are met with violence and arrests by the security forces.

Angola is ranked 106th out of 180 countries in the 2021 World Press Freedom Index. Despite this low ranking, no reporters/journalists were killed
in Angola in 2021.2 The country has three (3) mobile phone companies. These are Movicel, Unitel and Angola Telecom (which is state-owned).
The company had monopoly of the telephone services until 2005. Angola’s fourth licensed telecommunications operator, Africell, started operations
in December 2021.° According to the 2021 Freedom House report, Angola is ‘partly free’ with a score of 31/100 points'® - and is ranked 62/100 on
Freedom on the Net (2021)." By December 2020, the country had registered around nine million internet users, a steady growth from seven million in
the previous year.'? Internet penetration rate stands at 26.5% of the population, according to the InternetWorldStats."

The Angolan Institute of Telecommunications (INACOM), the country’s telecommunications regulator, reported that there were 14 million mobile
phone users in 2019, representing almost half of the population. This figure represents a 2% increase over the previous year.' The law on Electronic
Communications and Information Company Services, adopted in 2011, provides for citizens’ rights to privacy and security online, among other
provisions regulating telecommunications.®

The gender gap index score in Angola remained at 0.66 in 2021, meaning that females were 34 percent less likely to have the same opportunities as
males.'® Gender disparities were more pronounced in the categories of economic participation and opportunity, and political empowerment. Moreover,
Angola ranked amongst the lowest performers in Sub-Saharan Africa (SSA) on these sub-categories.'” Consequently, the country ranked 25th among
35 nations in the SSA region. In the area of political participation, by February 2021, 29.6% of seats in the Angolan parliament were held by women.®

By December 2020, only 36% of indicators needed to monitor SDG progress from a gender perspective were locally available, with gaps in key
areas, in particular: unpaid care and domestic work, key labour market indicators such as the gender pay gap and information and communications
technology skills." In addition, many areas — such as gender and poverty, physical and sexual harassment, women'’s access to assets (including land),
and gender and the environment — lack comparable methodologies for regular monitoring. Closing these gender data gaps is essential for achieving
gender-related SDG commitments in Angola.

Mapping policy and legislation?

Angola ratified the Convention on the Elimination of all Forms of Discrimination Against Women (CEDAW), the Convention on the Rights of the
Child (CRC); the International Covenant on Economic, Social and Cultural Rights (CESCR) and the International Covenant on Civil and Political
Rights (CCPR); the Protocol to the African Charter on Human and Peoples’ Rights on the Rights of Women in Africa (Maputo Protocol); the SADC
Declaration on Gender and Development and its addendum on the Prevention and Eradication of Violence against Women and Children.

1 The World Bank ‘Angola stats’ https://data.worldbank.org/country/AO (accessed 31 October 2021).

2 Trading Economics Angola GDP https://tradingeconomics.com/angola/gdp (accessed 31 October 2021).

3 Open Democracy ‘Quao livre é a liberdade em Angola?’ 2 November https://www.opendemocracy.net/pt/qu-o-livre-liberdade-em-angola/ (accessed 21 October 2021).

4 C Santos ‘Privatization of participation in telecommunications goes to consultation’ Angop 25 January https://www.angop.ao/noticias/economia/privatizacao-das-participacoes-nas-teleco-
municacoes-vao-a-auscultacao/ (accessed 7 November 2021).

5 The Constitution of the Republic of Angola, 2010, art 40.

6 Freedom House ‘ Freedom in the World 2021: Angola’ https://freedomhouse.org/country/angola/freedom-world/2021 (accessed 8 November 2021).

7 As above

8 Reporters Without Borders ‘ Press freedom still fragile despite the old dictator’s departure’ https://rsf.org/en/angola (accessed 8 November 2021).

9 Space in Africa ‘Angola’s Africell to Start Operations in 2021’ 29 September https://africanews.space/angolas-africell-to-start-operations-in-2021/ (accessed 7 November 2021).

10 Freedom House ‘ Freedom in the World 2021: Angola’ https://freedomhouse.org/country/angola/freedom-world/2021 (accessed 8 November 2021)

11 As above

12 Statista ‘Total number of internet users in Angola from 2014 to 2020’ https://www.statista.com/statistics/1225595/number-of-internet-users-in-angola/ (accessed 7 November 2021).

13 Internet World Stats ‘Angola Internet Usage and Marketing Report” https://www.internetworldstats.com/af/ao.htm (accessed on 8 November 2021).

14 INACOM ‘Mobile phones popularized Internet use in Luanda’ https://inacom.gov.ao/ao/noticias/telemoveis-popularizaram-uso-da-internet-em-luanda/ (accessed 7 November 2021).

15 See all legislation regulating telecommunications in Angola https://erca.co.ao/pacote-legislativo-da-comunicacao-social/ (accessed 31 October 2021).

16 Statista ‘Angola: gender gap index in Angola from 2016 to 2021 https://www.statista.com/statistics/1220535/gender-gap-index-in-angola/ (accessed 7 November 2021).

17 Statista ‘Gender gap index in Sub-Saharan Africa as of 2021, by country’ https://www.statista.com/statistics/1220485/gender-gap-index-in-sub-saharan-africa-by-country/ (accessed 7
November 2021).

18 UN Women ‘Angola’ https://data.unwomen.org/country/angola (accessed 7 November 2021).

19 NG Nakale ‘Are ICTs enabling women’s empowerment?’ +SocialGood 3 April https://plussocialgood.medium.com/are-icts-enabling-womens-empowerment-162f9a8d2aa0 (accessed 29
October 2021).

20 See more on ‘Angola gender country profile” https://op.europa.eu/en/publication-detail/-/publication/ef895bee-7273-11e5-9317-01aa75ed71a1 (accessed 29 October 2021).
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Gender equality as a right is protected in various legal instruments. For instance, it is guaranteed by the Angolan Constitution?'. It is referred to as
‘equality’ in the first article. Article 21(h) and (k) of the Angolan Constitution tasks the government to promote equality and non-discrimination
between citizens based on, among other things, race and sex, and to promote equality between men and women. The law on political parties (No.
22/10 of 3 December 2010) makes provision for a quota of more than 30% of women in politically elected positions.?? The Family Code®
establishes equal rights and responsibilities between husband and wife in the management of the assets of the household. One critical issue
which is not considered in the Code is possession of the property after separation or divorce.

One of the most serious concerns relating to gender relations is the high prevalence of domestic violence. This is despite the adoption of a domestic
violence law (No. 25/11 of 14 July 2011).2* The Penal Code® imposes lenient penalties for crimes of a sexual nature. It states that whoever
commits sexual assault against another person, even if this person is the spouse of the perpetrator, is punishable by imprisonment ranging from
six months to four years.

Sexual and domestic violence against women and girls is widespread, but few cases are reported to the police and/or prosecuted. Women are hesitant
to report cases to the police given the attitude of judicial officials towards domestic and sexual violence. Most courts are situated in urban areas. This
means that in rural areas, women and girls have no courts of appeal to turn to in the event of being violated.?® There are also retrogressive
cultural practices in some rural areas. For instance, unmarried rape victims in villages are often expected to marry the perpetrator as it is claimed
that they might otherwise not find a husband.?” The high level of domestic violence is attributed to the high level of poverty, unemployment and
desperation after the civil war from 1975 to 2002.2® These conditions limit women’s ability to report if they suffer violence online, given the lack of
conditions for their voice to be seriously considered.

In 2013, Angola adopted the National Policy for Gender Equality and Equity (Decree No. 222/13 of 24 December 2013) and Advocacy Strategy and
Resource Mobilisation for its Implementation and Monitoring (PNIEG). Despite the progress made in the legal sphere, traditional and customary law
is often detrimental to the empowerment of women and girls. It places them in vulnerable positions, especially in terms of matrimony, property
rights, inheritance and custody of children. Most existing laws are silent on cyber crimes related to online gender-based violence. The only
exception is the Data Protection Act,? which criminalises image-based abuse and doxxing. For example, article 59 of the Act states that “whoever
being bound to professional secrecy under the terms of the law, without just cause and without due consent discloses or divulges all or part of
personal data, shall be punished with a prison sentence of up to 18 months or with a corresponding fine”.

The Computer Networks and Systems Protection Law of 2017 provides for security on the internet.®
‘ ‘ This provision clearly promotes |t states that internet providers should promote the registration of users and the implementation of
backdoor surveillance through the measures and tools for the anticipation, detection and reaction to security risks on their networks.
mandatory registration of internet  This provision clearly promotes backdoor surveillance through the mandatory registration of internet
users. However, on the positive  users. However, on the positive side, this provision can be used to protect women in the online
side, this provision can be used space, as it aims to protect all the users connected to different platforms and telecommunications

to protect women in the online  Service providers in Angola.

space, as it aims to protect all . o _ .
the users connected to different The Electronic Communications Law (No. 23/11 of 20 June 2017)*' provides for the protection of

platforms and telecommunications citizens online. Article 15 refers to the ‘protection of citizens in the use of ICTs.’ It provides for the

service providers in Angola. right to confidentiality of communications, the right to privacy of personal information, including the

right of access and consultation, as well as the right to have this information used in strict

compliance with constitutional principles and applicable legal rules. It also guarantees the right to information security by improving the quality,

credibility and integrity of information systems. These provisions can be relied on in addressing the protection of women against all types of online
violence.

In addition, in response to the 7th Periodic Report of 2019 on Violence Against Women in Angola, ‘ ‘ Underreporting is not limited to only

the United Nations Committee on the Elimination of Discrimination against Women observed® the offline spaces but also occurs online.
underreporting of gender-based violence against women and girls. This is reinforced by the social Unfortunately, there are no databases
legitimisation of violence and a culture of silence and impunity. Underreporting is not limited to only or empirical research tackling this
offline spaces but also occurs online. Unfortunately, there are no databases or empirical research emerging scholarly issue.

tackling this emerging scholarly issue.

Digitally-enabled gender-based violence during the COVID-19 pandemic

According to Freedom House (2021),2® government efforts to manipulate online content are sporadically reported. It was reported that online activists
and journalists are sporadically targeted with threats, though they face less violence and harassment than journalists who operate mainly in the
traditional media sphere.®* Some independent online news outlets report receiving regular calls from government officials directing them to tone down
their criticism or refrain from reporting on certain issues.?® The COVID-19 emergency measures imposed in March 2020 require state and private
media outlets to collaborate with “competent authorities.” This means that the media must work closely with government bodies responsible for
security, civil protection, and public health.*®

The family centres of the Ministry of Social Action, Family and Promotion of Women (MASFAMU) recorded a total of 3,769 cases of domestic
violence in 2019, 466 more cases compared to the first ten months of 2020.%” They use telephone lines for reporting cases of domestic violence, with
confidentiality, anonymity and free of charge features. These lines can also be used to report OGBV on social media networks.

21 The Constitution of the Republic of Angola, 2010.

22 Lei Dos Partidos Politicos (Political Parties Law) 22 of 2010.

23 The Family Code Law 1 of 1988.

24 Law Against Domestic Violence Law 25 of 2011.

25 The Penal Code Law 38 of 2020.

26 V Rodrigues ‘ Victims of domestic violence in Angola prefer silence to denunciation’ VOA 11 May https://www.voaportugues.com/a/v%C3%ADtimas-da-viol%C3%AAncia-dom%C3%A9sti-
ca-em-angola-preferem-o-sil%C3%AAncio-%C3%A0-den%C3%BAncia/5414952.html (accessed 7 November 2021).

27 There is a stigma that women cannot report GBV cases because they depend exclusively on men to organise their lives.

28 African Development Bank & African Development Fund * Angola Country Gender Profile’ 2008 https://www.afdb.org/fileadmin/uploads/afdb/Documents/Project-and-Operations/ADB-BD-
IF-2008-210-EN-ANGOLA-COUNTRY-GENDER-PROFILE.PDF (accessed 29 October 2021).

29 Data Protection Act 22 of 2011.

30 Computer Networks and Systems Protection Law 7 of 2017.

31 Electronic Communications Law 23 of 2011.

32 Concluding Observations on the 7th periodic report of Angola, CEDAW (14 March 2019), UN Doc CEDAW/C/AGO/CO/7 (2019).

33 Freedom House ‘ Freedom in the World 2021: Angola’ https://freedomhouse.org/country/angola/freedom-world/2021 (accessed 8 November 2021)

34 As above

35 Freedom on the net 2017 - Angola https://www.ecoi.net/en/document/1418258.html (accessed 8 November 2021).

36 Presidential Decree 10 of 2021 (measures to prevent and control the spread of the SARS-CoV-2 and COVID-19).

37 DW ‘Angola regista: “consideravel aumento” de crimes contra mulheres’
https://lwww.dw.com/pt-002/angola-regista-consider%C3%A1vel-aumento-de-crimes-contra-mulheres/a-55728807 (accessed 07 November 2021).
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It is important to note that even before COVID-19, Angola had been registering many cases of violence against women and girls.* On the International
Day for the Elimination of Violence against Women, public entities revealed that the country recorded 19 murders of women between March and
November 2020 and 11 cases of domestic violence per day during that period.* This shows that domestic violence is rampant in Angola.

During the pandemic, UNICEF launched a digital platform called ‘Internet que Kuia’* to provide information on protection against the coronavirus.
The platform is freely accessible. It also contains information on sexual and reproductive health, advice on sexual abuse and sexual exploitation, as
well as free reporting hot-lines and legislation to protect women and children against GBV in general. However, it does not provide real-time statistics.

In April 2020, Ondjango Feminista, a local organisation promoting women’s rights, advocated for the protection of women during the pandemic.*!
In April 2020, another organisation, Observatério do Género [Gender Observatory] called*? on the Angolan national police to provide contacts for
reporting cases of domestic violence. According to the organisation, this crime which mainly affects women and children has increased during the
restrictions. Although the number of cases was not mentioned, according to the director of the organisation, Delma Monteiro, there have been reports
on social media networks of women and children who have been victims of violence.*

Case studies: Stop killing us

In October 2018, Angolan women launched on social media networks a campaign called ‘Stop killing us.”* The initiative was intended to draw attention
to the increased number of murders of women by their partners and the spread of hate speech against women in the digital space, using a Facebook
page* to mobilise people against GBV.* The campaign was organised by Association Ondjango,*” a feminist non-governmental organisation which
uses Facebook as their main mobilising tool to raise awareness about crimes against women in Angola.

Ondjango also uses Instagram to champion the cause of women in the informal “

sector. The campaign that began in 2018, called "Rescue”,*® is aimed at protecting Ondjango also uses Instagram to champion

women working in the informal sector without social and financial state support. The the cause of women in the informal sector. The
organisation has a very active Facebook page with over 8 000 members*® where they campaign that began in 2018, called “Rescue”’, is
initially published daily posts on women'’s protection. However, since 2019 it seems that aimed at protecting women working in the informal
the campaign has lost its momentum as hardly anything has been posted, although sector without social and financial state support.

cases of violence remain prevalent.

In addition to the social media campaign, the women called for a march on 26 February 2019, similar to what had already happened in December
2018 when more than 500 women marched in Luanda, the Angolan capital. The campaign sparked opposing reactions from some men who tried to
justify the wave of violence against women through a counter-campaign on Facebook called ‘Stop Betraying Us’, in the belief that betrayal is a valid
reason for domestic violence against women.*

“ In March 2021, images were published on social media networks reporting the death of a young victim of
Freedom House (2021) also  transphobia.5' Titica, a local singer and member of the LGBTIQ community, lamented on her Instagram,
reported that women and  shared photos and said ‘Stop killing us, we just want to be us ... more empathy.’s2 Before that, in 2013 a
LGBTIQ people face online  video circulated on social media networks showing two women being barbarously beaten in a warehouse
harassment in Angola, even in Luanda. Following a court-authorised search, the Public Prosecutor’s Office seized the instruments
if since the February 2019  of torture appearing in the video, but it was never actually known who assaulted the women.* Freedom
decriminalisation of same-sex House (2021) also reported that women and LGBTIQ people face online harassment in Angola, even if
conduct, fewer incidents of since the February 2019 decriminalisation of same-sex conduct, fewer incidents of harassment against
harassment against LGBTIQ LGBTIQ people have been reported .>*
people have been reported.

Government position

In Angola, different laws are in place to protect women. In addition, policy measures under the National Development Plan aim to promote® the full
realisation of human rights and fundamental freedoms for men and women, promote all equal-opportunity aspects in employment policies, including
reducing occupational segregation and helping to reconcile work and family life, as well as counter the persistent under-representation of women in
all decision-making spheres. It also aims to promote equal access and full enjoyment of social rights for men and women, in order to eliminate gender
disparities in primary and secondary education and at other educational levels by 2025. However, the policy lacks a specific approach on women-ICT
and OGBV.

38 RFI ‘Angolanas denunciam violéncia doméstica’ https://www.rfi.fr/pt/angola/20190328-angolanas-denunciam-violencia-domestica (accessed 29 October 2021).

39 DW ‘Angola regista: “consideravel aumento” de crimes contra mulheres’
https://www.dw.com/pt-002/angola-regista-consider%C3%A1vel-aumento-de-crimes-contra-mulheres/a-55728807 (accessed 07 November 2021).

40 https://ao.goodinternet.org/ (accessed 7 November 2021).

41 L Fekayamale ‘Domestic Violence in Times of Social Isolation’ Ondjango Feminista 14 April https://www.ondjangofeminista.com/ondjango/2020/4/14/violncia-domstica-em-tempos-de-isol-
amento-social (accessed 27 October 2021).

42 e-Global ‘Angola: NGO denounces increase in domestic violence during quarantine’ 5 April https://e-global.pt/noticias/lusofonia/angola/angola-ong-denuncia-aumento-de-violencia-domes-
tica-durante-quarentena/ (accessed 29 October 2021).

43 ‘COVID-19: Angolan NGO Denounces Increase in Domestic Violence Due to Quarantine’ https://visao.sapo.pt/atualidade/sociedade/2020-03-30-covid-19-ong-angolana-denuncia-aumen-
to-de-violencia-domestica-devido-a-quarentena/ (accessed 8 November 2021).

44 DW ‘ Angolan Women Launch “ Stop killing us” campaign on social media’ https://www.dw.com/pt-002/mulheres-angolanas-lan%C3%A7am-campanha-parem-de-nos-matar-nas-redes-
sociais/a-50755066 (accessed 29 October 2021).

45 https://www.facebook.com/OndjangoFeminista/posts/1915118611948570/ (accessed 8 November 2021).

46 S Bernado “ Stop killing us” - the women'’s cry against “ the biggest rights violation in Angola” reached parliament’ www.novojornal.co.ao/sociedade/interior/parem-de-nos-matar---o-grito-
das-mulheres-contra-a-maior-violacao-de-direitos-humanos-em-angola-chegou-ao-parlamento-63947.html (accessed 29 October 2021).

47 L Fekayamale ‘Stop killing women’ Ondjango Feminista 11 December https://www.ondjangofeminista.com/ondjango/2018/12/11/parem-de-matar-as-mulheres (accessed 29 October 2021).
48 https://www.instagram.com/p/BgMomyYgps9/ (accessed 30 October 2021).

49 https://www.facebook.com/OndjangoFeminista (accessed 29 October 2021).

50 S Hossi & L Anderson * Stop killing women- a new campaign against domestic violence in Angola’ 30 December https://globalvoices.org/2018/12/30/stop-killing-women-a-new-campaign-
against-domestic-violence-in-angola/ (accessed 29 October 2021).

51 ‘25-year old man is killed in Cabinda for being gay’ Lil-PastaNews 23 March 2021 https://www.lilpastanews.com/2021/03/jovem-de-25-anos-e-morto-em-cabinda-por.html (accessed 29
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https://www.jn.pt/mundo/palops/video-de-agressao-a-duas-mulheres-em-luanda-gera-condenacao-generalizada-3043269.html (accessed 29 October 2021).

54 Freedom House ‘ Freedom in the World 2021: Angola’ https://freedomhouse.org/country/angola/freedom-world/2021 (accessed 8 November 2021).

55 UN Women * Angola commits to the empowerment of women and gender equality, teh dignity of families and the advancement of women’ https://www.unwomen.org/en/get-involved/step-it-
up/commitments/angola (accessed 27 October 2021).
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The Ministry of Social Action, Family and Promotion of Women (MASFAMU) is responsible for ‘defining and implementing the national policy to defend
and guarantee the rights of women in the family and society in general.”®® The Ministry faces challenges in terms of human and financial resources.
They have a limited number of staff and little access to the relevant training for the promotion of women and gender equality, which requires
constant updating of skills. Many government actions are mainly focused on children, but less on OGBV. In the period between 1 and 8
October 2021, 1 080 complaints of violence against minors were reported to the National Children’s Institute (INAC). According to the
spokesperson for the Institute, Rosalina Domingos, sexual abuse is one of the most common of all cases reported.*”

Although human resources and funding have been provided to all provinces by the Directorate of Family and Promotion of Women (DIFAMU), these
resources are not being evenly distributed. There is little-to-no independent agenda of the DIFAMU compared to MASFAMU, which effectively means
that the programmes implemented are defined by a central authority. Despite the growing interest in the topic of gender mainstreaming in government
policies and programmes, the summary analysis of the national budget clearly shows that women’s issues are not prioritised in the national
resource allocations, given that the Ministry received the smallest budget allocation.

Regarding the presence of women in the government’s decision-making bodies, Angola is the second best represented country amongst the
Portuguese speaking African countries after Mozambique, even if women are still underrepresented with 30% of seats in the National Assembly.%®
OGBYV activists can engage the Group of Women Parliamentarians (GoWP) established in the National Assembly to get political support for
legislative reform and to assist them to raise their issues in Parliament.®

In April 2021, the Secretary of State for Telecommunications and IT, Mario Augusto de Oliveira, expressed support for technological initiatives
developed by women.®° Oliveira emphasised that ICTs play an important role in the economic development and participation of women. Therefore, it
is important to reduce the gender gap in the sector and to encourage young women to choose careers in the ICTs sector.5"

The Angolan executive branch has adopted policies to support gender issues, including the advancement of women, support victims of violence, give
due recognition to families, develop communities and promote rural women. The head of state also mandated a review of the percentage of
representation of women at all levels to increase it to at least 40% and has launched national campaigns to prevent violence and traditional practices
that violate the rights of women and girls. But, as also noted regarding current national legislation, there is no specific focus on online violence against
women and girls. Laws are not adequately harmonised to address the use of technologies progressively.

There is a lack of disaggregated data focusing on gender-based violence committed through ICTs ‘ ‘

against women and other marginalised groups in Angola. According to the Minister of Social There is a lack of disaggregated data

Action, Family and Promotion of Women, Faustina Alves,®? the strengthening of mechanisms of focusing on gender-based violence
defence and monitoring of victims are being done through the Family Counselling Centre and committed through ICTs against women
telephone hot-lines. It is not being done through social media networks. The Minister said that it is and other marginalised groups in Angola.

necessary to anticipate and react to the risks of violence, abuse, exploitation, discrimination and other
forms of violation of rights, paying special attention to the vulnerable and marginalised groups.5®

Conclusion

This country report has shown that online gender-based violence is an emerging area of concern in Angola. Although activists and journalists
are generally on the receiving end of online gender-based violence, this study has also underscored the fact that there is a lot of
underreporting. OGBV manifests as hate speech, stalking, doxxing and cyberbullying on digital platforms. Equally, there is increasing reports of acts
of discrimination against minority groups such as LGBTIQ on social media platforms. The most vulnerable groups are women and girls who often
have no voice. Unfortunately, most of the time these targets and victims of OGBV choose to stay silent, since there are no specific legal
frameworks to protect them when their rights are violated.

It is, thus, clear that there is a need for the government to start a broad reflection on how digital media
platforms are used in Angola. They also need to reflect on how the abuse of these platforms is affecting
" women an other minorities. This may be an opportunity to improve existing legal instruments or adopt new
OGBV. It is also noted that ones and even find alternative approaches to mitigate online violence against women and girls. In fact, in
the cases that have been  apqo|a issues of access to technology for women are still at a nascent stage. The levels of gender
reported lack a clear follow-  jnequajities are high and no evidence exists showing that women are actively participating in societal issues
up, and are not properly  tyrough digital media platforms. There is no legislation specifically dealing with OGBYV. It is also noted that the
resolved. Furthermore, the  cases that have been reported lack a clear follow-up, and are not properly resolved. Furthermore, the
penalties that are applied in  penalties that are applied in cases of online violence are often not known. Both the penal code and the
cases of online violence are  ordinary laws are vague when dealing with women and children in the digital space. This has resulted in a
often not known. number of cases, which are not resolved.

Js
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63 As above

‘ ‘ There is no legislation
specifically dealing with
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To improve this situation, the following recommendations should be considered:

Government

There is a need for the government to adopt specific legislation that protects women in the online space, not only to punish offenders, but to
promote respect and gender coexistence. This work should be done in coordination with the communications regulatory authority in order to
respect personal data provisions as stipulated in the Data Protection Act.

There should be capacity building awareness raisindor law enforcement, judiciary officers and media on how to report, investigate and
ultimately prosecute of cyber crimes.

There is a need to strengthen the Domestic Violence Law (No. 25/11 of 14 June 2011), which represents another important step in achieving
gender equality. However, the judicial and institutional mechanisms to facilitate its implementation are inadequate, and the law should provide
protection on OGBV.

It is important to work, both in the lower levels of the education sector and technical and vocational training, on the self-representation of
women in professions considered masculine.

Media

Sensitisation in media reporting on OGBYV, highlighting the cases and proposing strategies to fight against the phenomenon.

Demand greater publicity from the official communication bodies regarding cases of violence against women in the online space.

There is an urgent need to create coordination mechanisms for better communication between citizens and communication bodies in order to
uncover and follow up on cases of violence in the online and offline spaces.

Social media networks

Creating rapid reporting mechanisms that are appropriate for the local context, especially given language barriers.

There is an urgent need for cases of violence against women published on social networks to be properly investigated, without exposing the
intimate sensitivities of the victims.

Strengthening local coordination between stakeholders in order to better understand the context and the needs of victims.

Civil society organisations

There is a need for more joint and coordinated work in order to combine the different efforts of civil society organisations working on women’s
issues, especially on OGBV.
Civil society organisations should adopt internal and public strategies that serve as a model for the protection of women in the online space.



Botswana.

Researcher: Pamela S Dube.
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Country overview

Botswana is a landlocked country situated in Southern Africa, bordering South Africa, Namibia, Zambia and Zimbabwe. It has an estimated 2.3
million population based on 2018 figures. The country’s GDP stands at US$ 15.78 billion. In 2019, internet connectivity stood at 61% of the population. In
terms of gender, 34.9% of male headed households in Botswana have internet access, while female headed households with internet access constitute
28.6% of all households?. The full extent of the gender digital divide in Botswana has proven difficult to ascertain, given the lack of gender disaggregated
ICT data.
‘ ‘ Botswana’s Constitution is derived from Roman-Dutch Law. While there has been
.. piecemeal review of the Constitution over the years, there is now an on-going process for
TI.1€_ ful! extent of the gender d'g'{al_ a comprehensive review with nationwide consultations scheduled to start in December
divide in Botswana has proven difficult 2021, This follows the establishment of a constitutional review commission. This process
to ascertain, given the lack of gender is an opportunity for Botswana to introduce reforms and develop a progressive constitution
disaggregated ICT data in line with international human rights laws and standards.

One critical voice in the review process comes from gender activists calling for gender parity. In response to President Mokgweetsi Masisi’s 8
November 2021 State of the Nation Address (SONA), women politicians at the Women’s Participation in Politics Training Academy in the
central district demanded gender parity in the commission, as well as in the new constitution.®

Botswana is known for its tolerance of freedom of speech and independence of the media with section 12 of the Constitution guaranteeing freedom
of expression. Traditionally, citizens of Botswana respect freedom of speech. During public hearings/gatherings, the Kgotla meetings, everyone is
free to share their views without fear - ‘mafoko a kgotla a mantle otlhe (all views are well) and ‘mmualebe o bua la gagwe’ (he who speaks ill speaks
their mind).*

However, there has been a growing trend of political intolerance and general suppression of opposing views. Since the establishment of the
Directorate of Intelligence and Security Services (DISS) under the former administration of President lan Khama in 2008, Botswana has
experienced human rights violations, including suppression of dissenting views. There is generally fear that the DISS monitors and eavesdrops on
mobile phone conversations. In response to the SONA, a specially elected member of parliament and world renowned human rights and gender
activist, Dr Unity Dow, harshly criticised the DISS, calling it out for human rights violations with impunity.®

State suppression of freedom of expression has, however, been happening before the DISS under current and past administrations. For instance, in
May 2005, the government of President Festus Mogae deported and declared an Australian political scientist working for the University of
Botswana, Professor Kenneth Good, persona non grata. He was an open critic of the Botswana government.® Subsequently, the African

Commission ruled that the Government of Botswana acted inappropriately in deporting Professor Good.”

The advent of the internet and social media has seen Botswana’s once glorified
democracy being questioned. The cyberspace is now a platform for
contestation of ideas. But then as the paper discusses, the digital space,
with no ethical and professional standards to adhere to, is an open
platform for online abuse.

‘ ‘ The advent of the internet and social media has
seen Botswana’s once glorified democracy

being questioned. The cyberspace is now a

platform for contestation of ideas.

Despite constitutional freedom of expression guarantees and a relatively free press, Botswana has no information law to allow for easy access to
information held by the state and public agencies. With the Freedom of Information Act (FOI), the media is aided in the access and dissemination of correct
and reliable content, which is not the case when state information is not availed legally. The media, thus, depends on unreliable sources of information, and
are exposed to expensive litigation. The media then is not able to grow and flourish.

In relation to the subject matter, FOI can even assist the authorities to access information online in the fight against online gender-based violence. Instead,
the country has limiting and controlling laws such as the Media Practitioners Act of 2008 (MPA). The main focus of the MPA is to establish a statutory
regulatory instrument to register or disbar media practitioners and control independent print media. While the law deals with aspects of content
control related to publication of material that can hurt victims of sexual assault, it does not address OGBV. However, based on the fact that all
mainstream print media operate online publications, the authority of this act could be extended to online news and may present both negative and positive
outcomes.

“ Chapter two of the Botwana constitution deals with the protection of fundamental rights and

The authority of this act could freedoms of the individual, including protection of the right to life, protection from
be extended to online news and inhuman treatment, protection for privacy of home and other property and protection from
may present both negative and discrimination on grounds of race.® While women'’s rights are not specified in the Bill of Rights,

positive outcomes. there are policy provisions addressing gender equality.

The National Policy on Gender and Development of 2015 was developed to address inequality. The National Gender Commission was established
to monitor implementation of the policy. It does not address OGBV but only GBV in the traditional sense. Botswana is ranked 95th in the Gender
Inequality Index (Gll is 0.465) and 55th in the Global Gender Gap Index, as per 2018 World Economic Forum report. In the Sub-Saharan region,
which is placed third of the eight regions, Rwanda is placed highest at number six followed by Namibia at 10th spot. In the SADC region, Namibia is
followed by South Africa (19), Zimbabwe (47) and Mozambique at 49th.
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Botswana%20Access%20%20and%20Use%200f%201CTs%202014%20Statistics.pdf (accessed 13 November 2021).
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The UN Women Global Database on violence against women report notes that,
globally, Botswana made some progress on women’s rights to work, education, ) o : .
health and many other areas, but limited in political leadership and chieftancy. With .currentparllla.merlrt and 18% in Iocall councils)
few women in political office (11% in the current parliament and 18% in local issues of critical importance affecting women
councils) issues of critical importance affecting women such as OGBV cannot be such as OGBV cannot be adequately addressed
adequately addressed at legislation and policy development. at legislation and policy development.

‘ ‘ With few women in political office (11% in the

Mapping policy and legislation

Another blot on Botswana’s international standing is that GBV is prevalent in the country. The latest UNFPA Botswana office reports note that about 67% of
women and children have experienced GBV.° This is despite the fact that there are laws enacted to fight gender-based violence and criminality. One of
such is the Penal Code of 1977. However, this law does not address OGBV as it was enacted when there was no online violence and never amended to
make provision for it.

The Domestic Violence Act 2008 is in place in order to protect women in domestic relationships.” While the law is not specific to OGBYV, this legal
framework refers to harassment that may occur electronically via sending, delivering or causing the delivery of letters, telegrams, packages, facsimiles,
electronic mail or other objects to the applicant’s home or work." It is highlighted here because it is one law which is directed at addressing GBV in
totality, albeit in the context of domestic violence, and therefore could be a point of reference in advocating for specifics on OGBYV legislation.

The Cybercrime and Computer Related Crimes Act 2018 is intended to combat cybercrime and computer related crimes, repress criminal activities
perpetrated through computer systems and facilitate the collection of electronic evidence. The law is meant to respond to and keep up with new
crimes such as cyberterrorism, money laundering, trafficking of illegal and harmful chemicals, cyberstalking and cyberharassment,’? and also has
sections on offensive electronic communication, pornographic or obscene material and non-consensual sharing of material. Currently, only the
Cybercrime and Computer Related Crimes Act seems to address the latter.™

In the media space, the Media Practitioners Act of 2008 (MPA) was adopted to ensure professionalism and establishment of the statutory authority, the
Press Council's complaints and appeals committees. It is not gender specific, nor does it address OGBV. However, there are sections in clause 9 of the
code of ethics on protection and non-publication of identities of victims of sexual assault and children who commit crimes, which can be amplified
for online application.

The MPA has, however, been met with resistance. When it was gazetted in December 2008, the then

‘ ‘ The review may be an national director of the Botswana chapter of the Media Institute of Southern Africa (MISA) Botswana,

opportunity to introduce Thapelo Ndlovu, was quoted saying it was ‘very repressive’ and that civil society would continue to lobby

PP ) y against it."* There are ongoing consultations to review the law. Notably, the MPA is not there to protect
OGBYV issues. journalists, let alone women in the media. The review may be an opportunity to introduce OGBYV issues.

The Cinematography Act of 1970 regulates/censors pornography, among other things. The law is under review, and is aimed at promoting
the development of the film industry.’ However, no published information could be found online as to how this law was received or whether there
had been advocacy against it. Again, the review may be a vehicle to introduce areas of fighting OGBV in the film industry. .

The Communications Regulatory Authority Act of 2012 was enacted solely to establish the Botswana Communications Regulatory Authority
(BOCRA), which came into effect on 1 April 2013. The authority is mandated to regulate the communications sector, which comprises
telecommunication, internet and ICTs, radio communications, broadcasting, postal services and related matters.’® The Act is not gender specific,
nor does it address OGBV.

However, as BOCRA regulates all independent broadcasters and all the radio stations regulated and licenced by the authority (Yarona FM, Duma
FM, GabzFM and eBotswana) have online platforms, this therefore could be interpreted that BOCRA does regulate the private online radio
platforms.

The authority sets guidelines for internet media, with the intention to develop and grow ICTs. It does not however regulate content. Content
providers on the internet, on social media especially, have a free reign. As part of its mandate, BOCRA conducts public education campaigns on the
safe use of the internet that address issues such as cyberbullying. The authority provides guidelines on broadcast scope and local content
targeting the music sector. It monitors ethics and professional reporting, and has the power to sanction and revoke licenses if the broadcaster is
deemed to discriminate on the basis of gender, ethnicity, culture, religion, race, or sexual orientation. However, the BOCRA mandate does not
cover the state media, which is the biggest, oldest and with wider reach. The industry has always called for the correction of that anomaly, and for
BOCRA to be empowered to transform the state broadcaster into a public broadcaster.

While the internet is supposed to be under BOCRA regulation, the authority is more focused on licensing internet providers. However there have
been hints from the government to review the law. As a general principle of fairness and non discrimination, the act deals with gender equality, and
regulates against slander and crude language.

Legislation addressing gender and gender-based violence

The Penal Code, as amended in 1986 and the Domestic Violence Act 2008, though not explicitly intended, are the instruments used for arrest,
detention and prosecution of OGBV acts. The police can detain, impound and prosecute based on the publication and distribution of child
sexual abuse material. With the advent of online video platforms such as YouTube, the review of the law is an opportunity to address OGBV in
online content.

Botswana has also enacted the Data Collection Act of 32 of 2018 which was created primarily for protection of personal data and meticulously
defines the principles of data protection. "7
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Gender and ICT during COVID-19

The year 2020, characterised by the unprecedented COVID-19 pandemic, was a period ‘ ‘
during which the importance of the internet became pronounced in Botswana.'® With the growing

With the growing access and

access and usage of cyberspace, and social media in particular, the country is seeing usage of cyberspace, and social
incidents of cyberbullying, harassment and many other forms of OGBYV, particularly online media in particular, the country
abuse of women campaigners and activists.'® Furthermore, with schools closed, some children is seeing incidents of

were reliant on online platforms for learning, and that increased their risk of exposure to .
inappropriate content and online sex predators.?® Incidents of cyberbullying are reported to be on cyberbullying, harassment and
the rise due to growth of internet usage, and it is suspected that most go unreported.?! In many other forms of OGBY,
December 2020, the Minister of Defense, Safety and Security, Kagiso Mmusi was quoted, stating particularly online abuse of
that since the enactment of the Cyber and Computer Related Crimes Act of 2018, 38 cases of

online abuse have been reported, with none successfully prosecuted since then.22

In 2018, a University of Botswana research fellow, Bojelo Esther Mooketsi-Mosenodi undertook investigations on cyberbullying among
undergraduates. The findings are reflective of international trends, showing that incidents of online abuse are prevalent. These include online
teasing, threats, being excluded from online groups as a form of punishment, spread of rumours on social media platforms, stalking, body shaming
by sharing embarrassing pictures, sharing of embarrassing private conversations and audio recordings, etc.2

In 2019, a 19-year old was arrested and charged for sharing pictures of a well-known male comedian wearing a dress, likening him to the First
Lady Mrs Neo Masisi. The First Lady’s picture was shared alongside, painting her ‘ugly.’?

Female journalists also experience online violence. UNESCO notes that the role of political actors, including presidents and elected representatives,
party officials and members in instigating and fuelling online violence campaigns against women journalists is a major issue.?> At the
height of electioneering in 2019, the member of parliament for Selibe-Phikwe West, Dithapelo Koorapetse was accused by the media
union of cyberbullying a female reporter, Tirelo Ditshipi. During a public spat with another journalist, Philemon Mmeso, who is also Ditshipi's
husband, Koorapetse shared the female journalist's pictures on social media platforms, ridiculing her. Koorapetse's party president refused to call
the MP to order, saying Ditshipi was ‘collateral damage’.?® In another incident MISA documented that a Botswana Guardian investigative
journalist, Yvonne Mooka, who exposed a prophet for illegal activities bordering on money laundering, was trolled online and harassed
by those who did not like her investigative story, something which they noted does not often happen to male journalists.2’

An investigation by Mmegi Online in February 2021, found that cyberbullying of celebrities has escalated. ‘Online abusers are known to target
exactly what the person dislikes about themselves, making cyberbullying even more cruel.?® Local celebrities who spoke of their ordeal related how
the bullying left them vulnerable and unsure of themselves. Retired international soccer star, Diphetogo Dispy Selolwane and his girlfriend, Marang
Molosiwa, who had to pull out of the DStv Valentine CookOff competition when they were bullied, were trolled and mocked for their age difference.
Another internationally acclaimed star, rapper and former Big Brother contestant Game 'Zeus' Bantsi found himself a victim of body shaming on
social media platforms. He faced a barrage of negative comments over weight gain. A young television presenter, Sadi Dikgaka, also had to deal
with trolling and cyberbullying over her body. In October 2021, Ms Boitumelo Raphaleng, a mourning mother of rapper Dramaboi was cyberbullied,
insulted and threatened for revealing that her son died of HIV related complications.2® Comments from Dramaboi's Facebook page and other social
media platforms had people bashing and accusing herbabandoning her son.

‘ ‘ ] ] i During a government appeal of a constitutional case by LGBTIQ activists, a well known lawyer
The social media space is forever representing the state, Advocate Dr Sidney Pilane went on The Voice Online, using a derogatory
bombarded with memes and term, matanyola, against the gay community.*® The social media space is forever bombarded
embarrassing images of with  memes and embarrassing images of politicians, including the president, cabinet
politicians, including the president, members, members of parliament, opposition leaders and other leaders, including media

cabinet members, members of Personalities.

parliament, oPpos’t:’O" Ie?ders an_d The Botswana media is small and ill resourced. In most cases, reporting is limited to Gaborone or
other leaders, including media pased on official events. Despite this reality, the media has been active in reporting on incidents of
personalities. GBV in general, mostly around the annual 16 Days of Activism, from 25 November to 10 December

2020. However, they rarely provide coverage of OGBV when it affects ordinary people.

Over the years, organisations such as Emang Basadi, Women Against Rape (WAR), Ditshwanelo Human Rights Centre and BONELA were
involved in training and upskilling of women, children and the LGBTIQ communities on human rights and safety issues, but not on OGBV.
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The Botswana police does not release data on OGBV cases, they only release data on offline gender-based crimes as stipulated in the Domestic
Violence Act, such as rape and assault. As the laws and reports do not refer to OGBV crimes, it is no surprise that police statistics do not reflect
that. This therefore creates an opportunity for the Police to segregate the crime statistics hence, reporting not only on GBV in general but also
on OGBYV cases.

The ICT policy, locally named Maitlamo, facilitated the establishment of ICT centres, Kitsong Centres, in the rural areas in the mid 2000s. However,
these centres are not gender specific and offer free internet to rural youths. If needed the centres can be used to provide digital safety training for
women, girls, people with disabilities and LGBTIQ persons in safe spaces.

In 2018, the Botswana chapter of the Digital Literacy programme?' was launched. While ‘ ‘

not gender specific, the programme is intended to equip village development While not gender speci ic, the programme
committees, referred to as village parliaments. The majority of members of these is intended to equip village development
committees across the country are women - an opportune platform to empower and committees, referred to as village
train women on digital safety and OGBV. parliaments.

Botswana society is catching up on ICTs, but not much training is being done on online safety. The few available platforms are startups, with no
evidence of work done in this area. It is not known what programmes the Internet Society Botswana Chapter has embarked on related to online
safety. In the north west area, Maun, there is a social enterprise outfit called Click Generation, offering ICT education to children and teenagers.
The organization does not offer specific training on online safety, but this can be a good platform to offer such.

Government response to online gender-based violence

At the time of this research, there had not yet been any ruling or pronouncements by the government regarding OGBV. However, there are
some limited efforts to tackle online violence in general, but not specific to gender. Sections 16 to 20 of the Cybercrime and Computer Related
Crimes Act (amendment of 2018) can be used to prosecute crimes such as cyberbullying, cyberharassment, image-based sexual abuse and child
sexual abuse material. It opens the door to the fight against OGBV.

Also, as already highlighted, during the 16 Days of Activism in December 2020, the government set up special courts to prosecute GBV cases.
Once again, OGBV is not specified, so it is not clear if such cases will be attended to by the courts.

In 2020, the Commissioner of Police explained that the Botswana Police Services was working on a strategy to fight GBV. 32 So far, there is no
publicly available information on the strategy supporting these pronouncements.

The government has a huge responsibility to address OGBV. As such, actions by the government in ending OGBV become of paramount
importance to shape national discourse on the issue. In 2018, the then Minister of Nationality, Immigration and Gender Affairs, Hon. Dorcas
Makgato, convened a Commonwealth Women Parliamentarians meeting to discuss strategies of making the internet a safer place for female
parliamentarians.®® This platform created a space for women in politics, not only in Botswana but in the region, to share their lived experiences and
impact of OGBV. In 2020, the Minister of Defence, Justice and Security indicated that the Botswana Police Service is conducting public
awareness campaigns to sensitise people on online safety.*

In line with the BOCRA mandate, information on the safe use of the internet that addresses issues
‘ ‘ The authority runs a cybersecurity such as cyberbullying is part of BOCRA’s annual public education initiatives. The authority runs a
awareness month, in addition to running cybersecurity awareness month, in addition to running a campaign against cyberbullying as part
a campaign against cyberbullying as part ©f its commitment towards educating consumers on communication matters.* Six months into the
of its commitment towards educating establishment of Special Courts on GBV, the Minister of Justice, Safety and Security, Kagiso
consumers on communication matters. Mmusi told the July sitting of parliament that of the 440 domestic abuse cases brought to court
post the launch, nearly 70% had received a ruling within 30 days. However, it is not known how

many of these cases are fueled by the usage of ICTs, qualifying them as OGBV cases.

In early 2021, after a failed motion in the National Assembly by an opposition MP, Yandani Boko, calling for a presidential commission to investigate
GBYV, the government set up an inter-ministerial committee to address issues of GBV. The committee, headed by the Vice-President, is expected to
start nation-wide consultations on GBV. There has been no mention of OGBV in this process.

Conclusion and recommendations

Botswana is not immune to the scourge of OGBV such as cyberbullying and cyberstalking, as demonstrated by this research. However, there is a
challenge of limited data to demonstrate its prevalence. Cyberbullying of the LGBTIQ community, celebrities, politicians, women activists and
female journalists seem to be on the rise. Whenever there is a LGBTIQ-related case before the courts, the level of vulgar, insulting cyber attacks
rise. On social media platforms such as Facebook, WhatsApp and Twitter, heated debates and cyberattacks - bullying, distribution of embarrassing
videos, audio recordings and pictures of public personalities run unabated. From such public discourses it can be deduced that victims of
online abuse feel vulnerable, hurt, embarrassed and defeated and that OGBV takes place freely on social media platforms. But beyond
such conversations and analysis, there is hardly any official or legal action being taken. The legislative framework is currently not adequate to
address online violence, and there is a slow uptake, not only in the reportage on OGBYV crimes, but also in prosecution rates. Even the highly
publicised case of a youth who was arrested in 2019 for allegedly defaming the First Lady, Mrs Neo Masisi, is still to come before the courts of law.
A positive development is that the online space allows for public engagement, and thus bringing issues to the fore. As legislators, politicians,
journalists, lawyers and other public figures always seem to lead in these discussions, with youths especially, it can be an opportunity to
influence and advocate for change in policies and laws to ensure OGBYV is addressed.

31 AK Ditlhogo ‘Botswana Chapter Digital Literacy Program seeks to Empower Rural Village Development Committee Leaders’ Internet Society 3 December 2018 https://
www.internetsociety.org/blog/2018/12/isoc-botswana-chapter-digital-literacy-program-seeks-to-empower-rural-village-development-committee-leaders/,3 December 2018.(accessed 20
November 2021)

32 K More ‘Botswana: BPS Institutes Gender-Based Violence Fighting Measures’ Daily News 15 October 2020 https:/allafrica.com/stories/202010160050.htm| (accessed 13 November 2021).
33 B Balozwi ‘Cyberbullying an emerging threat to female leadership’ Gender Links 3 September 2018 https://genderlinks.org.za/news/cyber-bullying-an-emerging-threat-to-female-leadership/
(accessed 13 November 2021).

34 D Ramadubu ‘Law quiet on cyberbullying’ Midweek Sun 9 December 2020 https://www.pressreader.com/botswana/the-midweek-sun/20201209/281638192784989 (accessed 13 Novem-ber 2021).
35 ‘BOCRA intensifies awareness on cyberbullying’ Mmegi 4 November 2016 https://www.mmegi.bw/news/bocra-intensifies-awareness-on-cyber-bullying/news (accessed 13 November
2021).
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The following recommendations are proposed:

Government

Legislation dealing with gender-based violence in general must be extended to accommodate OGBV.
There is a need to enact specific laws dealing with OGBV, in addition to the provisions of the Cybercrime and Computer Related Crimes Act, to
fight online violence, especially against vulnerable communities.

e Implementation and monitoring of legislation aimed at fighting GBV must be strengthened to sift and bring out data related to OGBV.

e  The police services must develop strategies to train and empower officers to deal with OGBV.

e  The legislators need to take advantage of the constitutional review process, to enact gender focused laws, policies and provisions.

e  The government, through BOCRA and Statistics Botswana, must lead in the collection of gender disaggregated data as it pertains to the
gender digital divide as well as the prevalence and extent of OGBV.

e BOCRA must escalate efforts on sensitising Batswana on issues related to cyberbullying as part of their mandate.

e  On 9 December 2021, the government gazetted amendments to the Penal Code, proposing stiffer sentences for Rape. The proposed
amendments also speak of criminalising uttering of insults and sending nudes.

e  An opportunity was missed to broaden the scope and introduce Online Gender-based Violence into the proposed amendments.

Media

e  The media needs to take an active, agenda-setting role to change the narrative on OGBV amongst the public and lawmakers.

e  The media needs to contribute to the online safety of journalists in their newsrooms through empowering journalists with digital safety skills.

e  The media should engage in information dissemination on OGBV.

e  The media should drive the call and campaign for the enactment of OGBV laws and policies.

Social media networks

Without tampering with freedom of expression rights, platform companies have to play an active role to address online violence.

The social networks should have clear and punitive measures to tackle abusive posts.

The country criminal laws should be observed by the networks.

BOCRA should regulate the internet and social media to ensure OGBYV is addressed.

Networks should drive the process to help the Botswana government enact laws and policies to fight online violence and OGBYV in particular.

Civil society

International donor organisations have a role in ensuring the empowering and survival of non-governmental organisations. Botswanasince
being declared a middle-income country, has lost a great chunk of donor funding, weakening further an already weak civil society. Civil society
organisations, especially in the areas of gender rights and media, are in great need of funding and a change in donor community attitudes and
policy towards Botswana will help build capacity and knowledge to advocate for legislation around OGBV.

Civil society needs to understand and utilise the media, and engage the media as a partner in raising awareness about digital rights.

Civil society needs to run sustained advocacy and awareness raising campaigns on ending OGBYV as part of the already existing GBV
awareness campaigns happening in the country.

Civil society must also be able to lobby the government to find opportunities in existing legislation to include OGBV as an emerging form of
violence that needs to be high on the agenda.
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Country overview

Namibia is a country in the Southern Africa region with a population estimated in January 2021 to be approximately 2.56 million." Since the last
national census, the percentage of females has remained almost unchanged at 51.5%. This means that 48.5% are made up of males. Whilst 52.5%
of Namibia’s population live in urban areas, the rest of the citizens are located in rural areas.?

January 2020 statistics indicated that Namibia had 1.28 million internet users, reflecting an internet penetration of 51% with an annual increase of
24,000 (+1.9%) between 2019 and 2020. Of these internet users, 800 000 (31.2% of the total population) are social media users.® This data is
further confirmed by the World Bank’s development indicators, compiled from officially recognised sources.*

The 2021 Inclusive Internet Index has ranked Namibia at 102nd in the overall index, which is lower than neighbouring Botswana with a score of 94.
However, Namibia scores better in the categories for gender gaps in internet and mobile phone access, at 85.8% and 87.3% respectively.®

The Global Gender Gap Index of 2021 places Namibia in the 6th position, topping the ranks for Africa, with Rwanda next at number seven,
Mozambique at 32 and Zimbabwe at 47. The index primarily assesses economic participation, educational attainment, health and survival as well
as political empowerment. In delving further into gender and representation, a 2020 gender and media progress study showed that at 24%, the use
reliance on women as news sources in Namibia has increased by five percentage points over the past five years.®

Namibia’s Constitution guarantees freedom of speech for all. However, this right can be restricted under certain circumstances. An example is
crimen injuria which is regarded as a legitimate and proportionate restriction in terms of freedom of expression. Since gaining independence in
1990, Namibia has been rated as ‘free’ with regards to the democratic nature of its political system.” As far as press freedom is concerned, the
country has been ranked number one in Africa.® It must be noted that there have been instances where press freedom has been limited by the
courts when attacked by certain state departments.® Despite the commendable reputation in terms of freedom of expression, concerns have
been raised around police brutality, criminalisation of same-sex relations, communications surveillance and discrimination against women. Other
problematic provisions, especially in the Communications Act of 2009 will be discussed below. There are fears that these provisions may be used
to facilitate disproportionate and unnecessary surveillance of ordinary people, thereby causing a chilling effect in the public sphere, when enacted.

Mapping the policy and legislation landscape in Namibia

Namibia is a signatory to the UN Convention on the Elimination of All Forms of Discrimination against Women, the International Covenant on
Economic, Social and Cultural Rights, the International Covenant on Civil and Political Rights, the Universal Declaration of Human Rights and the
African Charter of Human and Peoples’ Rights. Due to the country’s ratification of these international and regional instruments, it is duty bound to
uphold the tenets of equality between women and men. In short, the country has an international obligation to remove all forms of sex and gender
discrimination in its national laws.

The Constitution of the Republic of Namibia 1990 provides for affirmative action, especially with regards to women and other previously
disadvantaged groups in society. This is partly because during the colonial and apartheid eras, blacks and women in particular faced various forms of
structural discrimination and social injustices.’® For instance, article 95 of the Constitution calls for the enactment of laws that ensure women are
afforded equal opportunities ‘to participate fully in all spheres of Namibian society.” Furthermore, the Constitution provides for the right to family,"
while affording both men and women equal rights within the marriage and upon its dissolution. Additionally, the Constitution affirms gender
equality in article 4 where it stipulates that the rules on citizenship are the same for children born to Namibian mothers or fathers, and for men or
women who marry Namibian citizens.

In article 10, the Constitution affirms that all persons are equal before the law and that no person may be discriminated against on the grounds of
sex, race, colour, ethnic origin, religion, creed or social or economic status. Article 66 recognises that both customary and Roman Dutch law which
were in force when the country attained independence shall remain valid, as long as both laws do not contradict the Constitution or any other
statutory law.

Despite these progressive provisions, GBV in Namibia has reached alarming levels. UNFPA Namibia' reported that over 1 000 people are raped
each year. More significantly, 90% of these are women. Another startling revelation is that 6% of pregnant women in Namibia experience physical
violence during pregnancy, while 15% of GBV survivors never seek support services. A 2020 GBV report by the Equality and Justice Alliance
exploring gaps in terms of legal protection in several countries," noted that criminal offences, civil wrongs as well as civil remedies currently exist
in Namibia for the purpose of averting physical, verbal and online harassment. Although crimen injuria criminalises the unlawful, intentional and
serious violation of the dignity of another person in the real world, this can also be extended to the online space where similar offences can be
committed. While Namibia has no law criminalising online violence and harassment, other laws dealing with defamation and hate speech have
been used in such cases.

1 World Bank 2021 ‘Population, total- Namibia’ https://data.worldbank.org/indicator/SP.POP.TOTL?locations=NA (accessed 3 November 2021)

2 Namibia 2011 Population and Housing Census Report https://cms.my.na/assets/documents/p19dmn58guram30ttun89rdrp1.pdf (accessed 3 November 2021).

3 S Kemp ‘Digital 2020: Namibia’ 18 February https://datareportal.com/reports/digital-2020-namibia (accessed 3 November 2021).

4 Trading Economics 2021 https://tradingeconomics.com/namibia/individuals-using-the-internet-percent-of-population-wb-data.html (accessed 3 November 2021).

5 ‘Namibia overview: The Inclusive Internet Index’ 2021 https://theinclusiveinternet.eiu.com/explore/countries/NA/?category=overall (accessed 3 November 2021).

6 T Nyamweda ‘Gender, Information and Communication’ in CL Morna et al (eds) Southern Africa Gender Protocol Voice and Choice Barometer (2021) https://genderlinks.org.za/wp-content/
uploads/2021/08/10.2021VoiceandChoiceBarometer_ MEDIA_FINALtnclmkcdl_072021.pdf (accessed 3 November 2021).

7 Freedom House ‘Namibia: Freedom in the World 2020’ https://freedomhouse.org/country/namibia/freedom-world/2020 (accessed 3 November 2021).

8 Reporters Without Borders (RSF) ‘Namibia’ https://rsf.org/en/namibia (accessed 3 November 2021).

9 Reporters Without Borders (RSF) ‘Namibia’ https:/rsf.org/en/namibia (accessed 3 November 2021).

10 The Constitution of the Republic of Namibia, 1990, art 23.

11 The Constitution of the Republic of Namibia,1990, art 14.

12 UNFPA ‘Gender Based Violence in Namibia Brief’ (2020) https://namibia.unfpa.org/sites/default/files/pub-pdf/gbv-fact_sheet_november_2020.pdf (accessed 3 November 2021).

13 Equality and Justice Alliance ‘Comparative Legal Review of Harassment and Sexual Exploitation Laws Across the Commonwealth’ (2020) https://www.sistersforchange.org.uk/2020/03/16/
comparative-legal-review-of-harassment-and-sexual-exploitation-laws/ (accessed 3 November 2021).
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Similar to other countries in the SADC region, the topic of OGBV has not yet received significant
scholarly and policy research attention in Namibia. Given the overreliance on the internet and “ Similar to other countries in the SADC

social media platforms, it is not far-fetched to argue that online gender-based harassment and region, the topic of OGBV has not yet
violence continue to create an unsafe environment for women, activists and feminists to freely received signi icant scholarly and
express their ideas, organise and campaign.' policy research attention in Namibia.

Policy and legislative provisions related to gender and ICTs

There is no national policy or strategic document that specifically deals with online gender-based violence and harassment. Even the 2010 National
Gender Policy does not explicitly focus on ICT-enabled violence. The policy is also silent on how ICTs can be harnessed in the fight against
gender inequalities in Namibia. Moreover, there are no clearly set targets for using ICTs to empower women. Consequently, there is no gender
disaggregated data that is collected regularly to inform policy or gender interventions. This revelation was confirmed by the findings of a 2020 study
by the Web Foundation together with the Internet Society Namibia Chapter (ISOC Namibia).

A review of the National Gender Policy'™ has been somewhat delayed because of consultations which had to be postponed as a result of the
COVID-19 pandemic. The policy addresses twelve critical areas of concern, including peace-building and conflict resolution, natural disaster
management and gender equality in the family context.”” The policy deals directly with gender, media, research and ICTs to promote women’s
access to information and communication technologies. It also seeks to eliminate the negative portrayal of women and girls. Like other policy
documents, it does not explicitly refer to ICT-enabled violence or how to use ICTs to combat GBYV.

The National Integrated Early Childhood Development (NIECD) policy (2007) established a national IECD committee chaired by the Ministry of
Gender Equality, Poverty Eradication and Social Welfare, with the Ministry of Safety and Security represented by the Women and Child Protection
Unit to advise on issues of safety, security and protection of young children, and provide clear guidelines for IECD care-givers in their work with
young children and their families.’® However, this policy is also silent on OGBV and the girl child.

The Married Persons Equality Act 1 of 1996'° serves to remove sexual discrimination within civil marriages. Article 14 states that ‘Men and women

. shall be entitled to equal rights as to marriage, during marriage and its dissolution.” However, in terms of sexuality, it makes reference to
‘women’ and ‘men’ only, while ‘others’ are not defined. Nevertheless, the Act applies to ‘hybrid’ marriages as well, but does not recognise GBV as
a distinctive threat to equality in marriages, nor does it recognise OGBV in marriages.

The Affirmative Action Employment Act 6 of 2007%° seeks to achieve equal opportunity in
‘ ‘ The Act introduces procedures that employment, in keeping with articles 10 and 23 of the Constitution. The Act introduces
are likelv to contribute towards the procedures that are likely to contribute towards the eradication of discriminatory practices,
. s . ut does not recognise s as a tool to be used to empower women. It does not address
eradlcatjl/on of discriminatory practices butd : gnise ICT ool folb dt itd fadd
J

5 existing barriers perpetuating imbalances in the employment sector, of which online
but does not recognise ICTs to be valEnes s e

used to empower women. It does not

address existing barriers perpetuating The Ministry of Information and Communication Technology’s strategic plan for 2017 to

imbalances in the employment sector, 2022*' has bemoaned the lack of awareness (and means) to address cybercrime, but

of which online violence is one. and its goals regarding cybercrime are not gender-specific. The goals are presented in
a generic format.

The current National Development Plan (NDP5: 2017 — 2022) has as one of its key goals to ensure that Namibia would have universal access to
information, affordable communication and technology infrastructure and services by 2022.22 Access to information in Namibia’s rural areas is listed
as a concern in NDP5, which is often coupled with a lack of access to electricity as well. The upgrading of the ICT infrastructure would have to
include the promotion of e-services, including e-governance and innovation. However, no gender-specific targets for other vulnerable communities
(such as persons with disabillities and women) have been set for universal service and access.

The Harambee Prosperity Plan Il (HPP 2021 — 2025) is the nation’s poverty eradication plan that also positions ICT literacy and infrastructure as
key in unlocking national development.? In addition to lacking key gender provisions, the Plan’s earlier version (HPP I, 2016 — 2020) had initially
listed key actions related to safety online, but these were not met by the stipulated deadline. The establishment of a Computer Emergency
Response Team by 2017 was not met as well, however this provision is also included in the draft Cybercrime Bill.

The Communications Regulatory Authority of Namibia (CRAN) is mandated to ensure consumers receive the full benefit of competitive, electronic
communication services by holding licensees accountable in ensuring safety for users. However, the regulatory act makes no reference to gender
or vulnerable communities, including the girl child, women and the LGBTIQ community.

The Communications Act of 2009 generally does not address crimen injuria, which is defined as ‘unlawfully and intentionally impairing the dignity
or privacy of another.’?* The law of crimen injuria protects one’s constitutional right to human dignity, and allows for criminal prosecutions.

The Communications Act in part 6, sections 70 - 77 however mandates the setting up of an interception centre, the functions of authority relating to
interception, issues of disclosure of information, equipment relating to interception as well as regulations relating to interception. While this section
has not yet come into full force, upon implementation women politicians, including those in opposition, female activists as well as female journalists
may face risks regarding the right to privacy and freedom of expression online, as it allows surveillance through SIM registration. Critics state
that it ‘lacks substantial data protection and transparent, strong oversight mechanisms to safeguard against surveillance overreach and abuse.?®

14 L Ossenbrink ‘Why digital Rights and Women’s Rights go hand in hand on Namibian Twitter’ 25 August 2020 https://globalvoices.org/2020/08/25/why-womens-rights-and-digital-rights-go-
hand-in-hand-on-namibian-twitter (accessed 3 November 2021).

15 ISOC Namibia * Women'’s Rights Online Report Card’ http://webfoundation.org/docs/2020/08/GenderReport-Namibia.pdf (accessed 3 November 2021).

16 The Republic of Namibia National Gender Policy (2010-2020).

17 Toolkits ‘Namibian National Gender Policy (2010-2020) https://toolkits.knowledgesuccess.org/toolkits/youthpolicy/namibia-national-policy-reproductive-health (accessed 3 November
2021).

18 Republic of Namibia ‘Towards Integrated Early Childhood Development Service Delivery in Namibia: A framework for Action’ (2017-2022) https://www.rightstart.com.na/wp-content/up-
loads/2020/01/IECD-Framework-web-full.pdf (accessed 3 November 2021).

19 Married Persons Equality Act 1 of 1996.

20 Affirmative Action Employment Act 6 of 2007.

21 Ministry of Information and Communication Technology Strategic Plan (2017-2021) https://dfsobservatory.com/content/strategic-plan-2017-2022 (accessed 3 November 2021).

22 Namibia’s 5th National Development Plan (NDP5) (2017/18 - 2021/22) https://www.ecb.org.na/images/docs/Investor_Portal/NDP5.pdf (accessed 3 November 2021).

23 Harambee Prosperity Plan 1l (2021-2025) http://hppii.gov.na/wp-content/uploads/2021/03/HPP2.pdf (accessed 3 November 2021).

24 D Hubbard ‘Stalking: Proposed New Legislation for Namibia’ (2008) https://www.lac.org.na/projects/grap/Pdf/mono3stalking.pdf (accessed 3 November 2021).

25 F Links ‘State surveillance abuse looms large’ The Namibian 10 November 2021 https://www.namibian.com.na/6215210/archive-read/State-surveillance-abuse-looms-large.
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This same section has previously been criticised by the media and civil society,? saying

: ) ) . s . “ While thi: tion h. t yet into full f ),
it enables state surveillance and the interception of all telecommunications by police and L2 WL ST BER (WL (LI I U LI

upon implementation women politicians, including

national intelligence officials through mandatory SIM card registrations, and extensive those in opposition, female activists as well as female
and expansive data collection and retention obligations imposed on telecommunications journalists may face risks regarding the right to privacy
service providers. and freedom of expression online, as it allows

surveillance through SIM registration.
Nonetheless the Act under section 117 sets for general offences in subsections (1) (c) and (2)
(b) prohibiting the creation and circulation of indecent materials using telecommunications devices. In particular, the section stipulates that any
person who knowingly makes, creates and solicits; or initiates the transmission of, any comment, request, suggestion, proposal, image or
other communication which are obscene, lewd, luscious, filthy or incident with the intent to annoy, abuse, threaten or harass another person
commits an offence. The act further sets a punishment of not more than 5 years in prison and a fine not exceeding N$20 000. The measures of
this section aren’t well publicised and hence the public isn’t aware of them. This situation has allowed the violence online to continue in the country.

It is important to note that since the act is currently under review, there is an opportunity to set clear protective measures for women and girls across all
spheres of society, especially for politicians, activists and journalists who are constantly at risk of violence and abuse.

The Information Technology Policy of 2009 states that it supports Namibia’s roadmap to becoming a developed nation, called Vision 2030.%
The policy views ICTs to be one of the most important sectors in the economic development of the country by 2030. The policy also addresses
consumer protection and standards, as well as information security and privacy. This policy is likely to be the most effective in curbing OGBV,
although in its current form, the policy is not explicit about the issue under investigation or privacy online at individual level.

While none of Namibia’s policies or strategies deal directly with cybercrime, it is important to note that in February 2020, with the support of the
Commonwealth Secretariat, Namibia considered the key pillars of its cybersecurity strategy.?® The strategy is likely to be the precursor to the
proposed Cybercrime Bill, which has been in draft form since 2013. The Bill was last updated in 2019. It provides for most of the procedural powers
required under the Budapest Convention on Cybercrime. It was drafted with assistance from the Council of Europe through a process that started in
2013.2°

‘ ‘ In relation to online violence, the Draft Bill seeks to address electronic harassment and abuse. For
While this section deals with instance, in chapter 4, section 14, the Bill stipulates that a person who intentionally posts or sends
non-consensual sharing of such a data message, or who intentionally causes such a data message to be displayed, commits

images, cyber threats and an offence. Once someone is convicted, he or she is liable to a fine not exceeding N$10 000, or to

serious harms to reputations, it imprisonment for a period not exceeding two years, or to both such fine and such imprisonment.

makes no specific reference to While this section deals with non-consensual sharing of images, cyber threats and serious harms to

women, girls and the LGBTIQ reputations, it makes no specific reference to women, girls and the LGBTIQ community as members

2 ) of society needing special considerations. Additionally, the Draft Bill deals with what it calls ‘child

com_mumty as_ membe.rs pornography’ (instead of the now generally accepted term ‘child sexual abuse material’) in section 13,

of society needing special  and with grooming of children in section 15. No gender inclusive language has been used to ensure
considerations. protection of women and sexual minorities.

The Draft Bill states in its preamble that it comes into effect to establish a Computer Emergency Response Team and to provide for its powers and
functions as well as to create offences related to computer and information systems.

Regarding privacy, the Constitution is clear about the right to privacy as expressed in article 13 of the Constitution:

No persons shall be subject to interference with the privacy of their homes, correspondence or communications save as in accordance with
law and as is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country,

for the protection of health or morals, for the prevention of disorder or crime or for the protection of the rights or freedoms of others.
However, there is no specific law dealing with privacy online in the country at the moment.

The Data Protection Draft Bill 2019 has been developed with support from the International Telecommunications Union, the European Commission, the
African Union and the SADC. The Bill has been necessitated by the vast volumes of data transmitted within the country, across borders and
even between continents. At the end of 2021, the Bill was sent back to drafters as it was found wanting in addressing specific data protection
safeguards. The current bill does not make any reference to women, girls and LGBTIQ communities and it is written in a gender neutral language.

ICTs and online gender-based violence during the COVID-19 pandemic

The COVID-19 pandemic revealed many aspects of gender and vulnerability online in Namibia.
Issues related to data protection became more prominent, with women reporting harassment by “ The COVID-19 pandemic revealed
strangers (predominantly men) who have picked up their details from registers kept by public and many aspects of gender and
private companies. These registers were meant to collect personal information as part of COVID-19 vulnerability online in Namibia.
contact tracing measures put in place by the Namibian government. Contact tracing, as well as mobile

applications collecting data, have raised serious concerns about privacy and protection of personal data or information. Some of this information
was found through a study conducted by ISOC Namibia with funding from CIPESA. The study clearly articulates the gendered nature of data
protection within the context of the COVID-19 pandemic.*

26 F Links ‘State surveillance abuse looms large’ The Namibian 10 November 2021 https://www.namibian.com.na/6215210/archive-read/State-surveillance-abuse-looms-large (accessed 3
November 2021). See also S Immanuel ‘Civil society warns against Govt phone spying’ The Namibian 22 October 2021
https://www.namibian.com.na/6214602/archive-read/Civil-society-warns-against-Govt-phone-spying (accessed 3 November 2021).

27 Information Technology Policy for the Republic of Namibia 2008 https://www.researchictafrica.net/countries/namibia/NMICT_IT_Policy_2008.pdf (accessed 3 November 2021).

28 Council of Europe 'Namibia: Cybercrime policies/strategies' https://www.coe.int/en/web/octopus/country-wiki-ap/-/asset_publisher/CmDb7M4RGb4Z/content/namibia?
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Over the years, the country has seen usage of ICTs to organise, petition, take action and raise awareness on various gender issues. A particular
case has been the #ShutltAllDown protests against GBV and femicide, which were triggered by a series of gruesome assaults on women and
girls in 2020. These protests made use of social media to organise but were also made visible through mainstream media’s social media pages.
Video clips and photos from the march of twerking female and male protestors did not sit well with some ordinary people who felt the dancing was
inappropriate for such an occasion. It was seen as taking away the appropriate injustice frames associated with such a movement.®' The pain of
female protestors in particular have been shared by prominent scholars such as University of Pretoria Professor Henning Melber,*? who highlighted
GBV in Namibia in an article in The Conversation. In this thought provoking article, Melber explained the challenges that the protestors had to go
through. He foregrounded toxic masculinity, which he argued has torn apart a social fabric that would allow the protesting women to live without
fear.

‘ ‘ Digital spaces have provided an opportunity for women and gender activists to raise issues
Digital spaces have provided an in relation to their lives, shining the light on digital rights. In 2020,3 Global Voices reported
opportunity for women and gender that social media platforms, particularly Twitter, have become the organising zone for online
activists to raise issues in relation campaigns in Namibia. Causes such as legalising abortion in the country have been

to their lives, shining the light on Popularised on social media platforms.* Through this campaign, feminist activists launched
digital rights. and disseminated an online petition® calling for the legalisation of abortion, which in the end
gained about 61 000 signatures which represent more than 2% of the Namibian population.

The local chapter of the MeeToo Movement of Namibia has come to fruition through social media engagement.*® The organisation has also called
out sexual offenders in a name-and-shame fashion using its Twitter page,® while also using their online presence to lobby for a sexual offender
list in the country.

In 2021, ISOC Namibia carried out an awareness campaign on online violence,* building on the ‘ ‘

organisation’s earlier work as far back as 2018. Through the current campaign, an NBC journalist Unfortunately, such online attacks

(Blanche Goroses),*® musicians (Top Cherri and ML_Musik)*® and a former Miss Namibia finalist have often seen women toning down
(Rejoice Marowa)*' narrated their ordeals of having been at the receiving end of damaging their online presence, even though
remarks and derogatory comments about their body or sexuality via social media platforms. they had played a meaningful role
Unfortunately, such online attacks have often seen women toning down their online presence, encouraging other women to uphold
even though they had played a meaningful role encouraging other women to uphold their rights their rights and to demand respect.

and to demand respect. A campaign such as this portrays positive role models who are needed
in African societies, working to keep their voices by refusing to be silenced online.

In light of the above evidence, there is a need to realise the role that ICTs play in the development of women in Namibia.*? This view has been
echoed by Nashilongo Gervasius (2020) when she observed that ICTs can be a powerful catalyst for political, social and economic empowerment
of women. It can also be a tool to promote gender equality and, consequently, truly affirm that women are equal everywhere.

Online gender-based violence in Namibia

A number of criminal cases regarding non-consensual sharing of images have been reported over the years in the media, with very few reaching
the courts. In September 2020, Informante newspaper reported*® about two men who were arrested for so-called revenge porn (image-based
sexual abuse). One case involved extortion and the other was about pornographic content involving a minor. These are just some of the cases that
have received media attention although most go off the radar due to underreporting. In most cases, it is not clear whether victims eventually find
recourse in the courts of law.

However, there is a rare case of OGBV that was dealt with legally and brought some type of recourse to the survivor. In September 2021, a well-
known socialite, Beata Sekerete, also known as Betty Davids, won her case in court.** This was after she filed a lawsuit against Inms Nashinge,
a spokesman for the Independent Patriots for Change (IPC). Nashinge was ordered by the court to pay Davids N$60 000 as damages after he
posted derogatory insults about her on a WhatsApp group, later shared by participants of the group. Comments following the case show that there
is a general feeling that OGBYV is rife and some felt there is a need to hold perpetrators accountable. One of the comments on the case was by @
ShadowsOfWolf_, who tweeted:

Imms insinuating that Betty is unqualified is actually funny because she’s at least five times more academically qualified than him. | hope she

teaches this misogynist who resorts to calling women prostitutes in an attempt to shame & degrade them, a lesson he’ll never forget.*®

On her part, Davids said she was angry about being called a prostitute in a WhatsApp group.*® Generally, there were many comments and
messages in support of Betty Davids being the victim of OGBV.
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Davids’ case gave impetus to the stance taken publicly against OGBV by Namibia’s First Lady, Monica Geingos, who has often spoken out about
online harassment and bullying, having been a victim herself. Most notably, in March 2021, Geingos released an International Women'’s Day
video message*’, shared on social media, calling out all male abusers who constantly defamed her via her social media platforms, saying: ‘| am
challenging gendered insults this Women’s Day.” Her message was reported by Global Citizen,*® which highlighted that the First Lady used the
day’s theme, ‘Choose to challenge,’ to interrogate gender stereotypes and cyberbullying. She also challenged citizens to stand up for women who
are experiencing similar forms of abuse.

Even before Geingos’ stance and Davids’ case, women in prominent spaces have been

targeted by online violence. In November 2020, Facebook users watched in shock as “ A picture of Gawanas in her off-shoulder
online bullies and misogynists attacked the then new councillor for Windhoek City, Sade attire attracted misogynistic comments on
Gawanas’ choice of clothing during her swearing-in ceremony. A picture of Gawanas in how she should have dressed.

her off-shoulder attire attracted misogynistic comments on how she should have dressed.
Gawanas later posted her disappointment over the insults hurled at her. She claimed in a tweet that the majority came from women and asked for
commenters to do better.°

Gawanas is just one of the many female politicians who are constantly met with misogyny, abuse and online violence. Pictures and posts about
female politicians’ looks, weight and comparing them to animals make the rounds on WhatsApp groups, social media statuses, Twitter as well as
Facebook posts. These kinds of posts are common during election times and political events. In November 2019, posts of SWAPO Secretary-
General, Sophia Shaningwa, being compared to a honey badger made the rounds.®® These posts often surface at the peak of political events
where Shaningwa is expected to make political statements in line with her position. Other posts of the youngest Deputy Minister in the Ministry of
Information, Communication and Technology, Emma Theofelus, being compared to a donkey or coronavirus have been curated by ISOC Namibia
in order to condemn OGBYV via social media posts.*'

Politicians and celebrities are not the only members of society at the receiving end of violence

‘ ‘ Social media posts by media houses online. Members of the LGBTIQ community, who are generally stigmatised offline, are subjected

regarding LGBTIQ members receive to online violence as well. Social media posts by media houses regarding LGBTIQ members

high volumes of comments, of which receive high volumes of comments, of which many are misogynistic. A case in point is reports on

many are misogynistic. comedian, Xuro Milton,%> who in February 2021 suffered assault at the hands of security officials

at his residence during the height of the COVID-19 pandemic. When mainstream media shared the

reports via their social media platforms, it attracted even more negative comments.>® The sheer volume of negative comments were also visible on

news stories posted on social media about twins born via a surrogate and fathered by a gay couple in neighbouring South Africa. While the media

tried to highlight the challenges when the Ministry of Home Affairs seemed reluctant to confer national identity documents to the twins, reactions
on the social media stories went into a frenzy with homophobic comments.>*

In 2019, television personality, Leonard Witbeen, was taken off air by the Namibian Broadcasting Corporation (NBC) following the circulation of
pornographic video content in which he featured. Again, misogynistic comments dominated the story wherever it was shared online.* It was clear
that online misogyny is subjected to those previously vulnerable and without a voice.

As articulated earlier, the strong link between OGBV and data protection came to the fore during the COVID-19 pandemic. This was corroborated
by an exploratory study on data protection during COVID-19% by ISOC Namibia, which revealed instances of data exploitation, targeted advertising
and women harrasment. This study also highlighted widespread evidence of data breaches, abuse and theft. The study concluded that the lack of
cybercrime and data protection laws has the net effect of putting women at risk of online blackmail and sexualised hate speech. The study found
that 80% of respondents ended up using fake names and pseudonyms when filling up registers at public and private entrances during the contact
tracing blitz in 2020. In an opinion piece,*” as well as a blog post,*® Nashilongo Gervasius, reflected on the challenges that women faced in dealing
with a double pandemic. She argued that there was a need for deeper public education on privacy matters and the dangers of data exposure,
particularly for women and girls.

As aresponse to widespread complaints around online violence, ISOC Namibia organised a Women Digital Forum ahead of the 2019 parliamentary
and general elections. The forum?®® called for the introduction of legislation against cyberbullying. Participants also urged the government to enact
legislation that would protect women against violence committed on online platforms. The forum also implored the lawmakers to clearly define the
rules of engagement as well as come up with a watertight definition of online violence and how internet users can report and take action against
perpetrators. The law should protect aspiring female politicians from cyberbullying.

In July 2021, ISOC Namibia launched a social media campaign against online violence. This campaign was corroborated by another initiative
which was launched by 4th year law students at the University of Namibia in September 2021.%° The initiative was aimed at educating the public
on cyberbullying on social media platforms with the slogan ‘Stop Cyber Bullying Namibia’. A cross section of prominent and influential people in
Namibia, including Pallhus Shuudeni, a public prosecutor at the Oshakati Magistrate’s Court. Have expressed their dissatisfaction with the
prevalence of cyberbullying. Others who expressed their strong views against the scourge include NBC’s Menesia Muinjo, singer Tate Boitie, and
businessman Nico Kaiyamo.
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In 2020, the World Web Foundation together with ISOC Namibia launched a scorecard report,®' which highlighted that the country has no clear, set
targets for using ICTs to empower women and that in general no ICT sex-disagregated data is collected regularly to inform policy or gender
interventions at all levels. Overall, the scorecard ranked Namibia with 29% in achieving targets set by the assessment and set forth a five-point action plan, calling
for the government to:

Improve digital skills interventions for women and girls )
Improve ICT access and afforda